
CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 
Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 

 

D2.1 Overview of the training 
requirements of different user groups in 
the TM sectors. 
 

The D2.1 delves into instructional methodologies in adult education, focusing on cybersecurity and 

drawing from pedagogy, andragogy, and heutagogy. Methodologies, categorised into Non-Interactive, 

Interactive, Shared, and Evaluation, are tailored to sector-specific needs. Collaborative sessions 

define learning objectives for roles in transport and manufacturing, aiming to enhance training 

effectiveness. Additionally, an annexe provides a focused examination of methodologies for Learning 

Facilitators. 

 

  

Work package WP2 

Lead partner CEFRIEL 

Author(s) Simone Adduasio (CEFRIEL), Valentina Ferrarese (CEFRIEL), Enrico 

Frumento (CEFRIEL), Andrea Guerini (CEFRIEL). 

Due date 31/03/2024 (cf. GA) 

Version number 1.0 

Status Final 

 

Dissemination level PU (public)  

  

  

Reviewed by 
Restercuter Nyawira, Vincenzo Vecchio (CYBER RANGES), 20/03/2024 

Sonia Barani (ITKAM), 21/03/2024 

  

 

   

Version history Date Description 

Version 0.1 22/11/2023 Preliminary version of the TOC 

Version 0.2 12/12/2023 The final version of the TOC 

Version 0.3 05/03/2024 Development of Chapters 1, 2, 3, 4 and Annex 

Version 0.4 10/03/2024 Introduction, Conclusion and executive summary 

Version 0.5 15/03/2024 Ready to internal review 

Version 0.6  22/03/2024 Internal Review (CYBER RANGES & ITKAM) 

Version 0.7 26/03/2024 Integrating Feedback 

Version 1.0 28/03/2024 Approved and submitted 

   

 



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 2 

 

Project number 101100733 

Project name A personalised, customised, work-based training framework for enhanced CYbeR-security 

skills across indUstrial Sectors (CYRUS) 

Call DIGITAL-2022-TRAINING-02 

Topic DIGITAL-2022-TRAINING-02-SHORT-COURSES 

Type of action DIGITAL-SME 

Keywords Continuing professional training, IT skills and competence, Education and Training, SME 

support 

Service HADEA/B/02 

Project starting date 01/01/2023 

Project duration 36 months 

 

 



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 3 

 

  

CYRUS members of consortium 

 

Table 1 – Consortium members 

Partner name Short code Website link 

DEEP BLUE SRL DEEP BLUE https://dblue.it/en/  

CEFRIEL SOCIETA CONSORTILE A 

RESPONSABILITA LIMITATA 

CEFRIEL https://www.cefriel.com/  

STICHTING VU STICHTING VU https://vu.nl/en  

G & N SILENSEC LTD SILENSEC https://www.silensec.com/  

STOWARZYSZENIE POLSKA 

PLATFORMA BEZPIECZENSTWA 

WEWNETRZNEGO 

PPHS https://ppbw.pl/en/  

EIT MANUFACTURING CENTRAL 

GGMBH 

EITM https://www.eitmanufacturing.eu/  

ITALIENISCHE HANDELSKAMMER FUR 

DEUTSCHLAND 

ITKAM https://itkam.org/  

UNION INTERNATIONALE DES CHEMINS 

DE FER 

UIC https://uic.org/  

EUROPEAN FEDERATION FOR 

WELDING JOINING AND CUTTING 

EWF https://www.ewf.be/  

UNIVERSITATEA SPIRU HARET USH https://www.spiruharet.ro/en/  

VIESOJI ISTAIGA LIETUVOS INOVACIJU 

CENTRAS 

LIC https://lic.lt/en/lithuanian-

innovation-center/  

  

https://dblue.it/en/
https://www.cefriel.com/
https://vu.nl/en
https://www.silensec.com/
https://ppbw.pl/en/
https://www.eitmanufacturing.eu/
https://itkam.org/
https://uic.org/
https://www.ewf.be/
https://www.spiruharet.ro/en/
https://lic.lt/en/lithuanian-innovation-center/
https://lic.lt/en/lithuanian-innovation-center/


CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 4 

 

Table of contents 

 

CYRUS members of consortium ............................................................................................................. 3 

Table of contents ..................................................................................................................................... 4 

List of figures ......................................................................................................................................... 15 

List of tables........................................................................................................................................... 16 

List of abbreviations ............................................................................................................................... 17 

1 Introduction ..................................................................................................................................... 20 

2 General training approach and methodology ................................................................................. 20 

3 Applicable Didactic Methodologies ................................................................................................ 28 

4 Learning Objectives – Specific Needs ........................................................................................... 29 

4.1 Methodology ................................................................................................................ 30 

4.2 Results ......................................................................................................................... 34 

5 Conclusions .................................................................................................................................... 36 

References ............................................................................................................................................ 37 

6 Annex1 - Non-interactive Learning ................................................................................................. 38 

6.1 Lecture Style Teaching ................................................................................................. 38 

6.1.1 Introduction ...................................................................................................................... 38 

6.1.2 Goals ................................................................................................................................ 38 

6.1.3 Target Audience ............................................................................................................... 38 

6.1.4 Duration ........................................................................................................................... 38 

6.1.5 Methodology .................................................................................................................... 38 

6.1.6 Assessment ..................................................................................................................... 39 

6.1.7 Adaptations and Differentiation ........................................................................................ 39 

6.1.8 Conclusion ....................................................................................................................... 39 

6.1.9 Note for Facilitators .......................................................................................................... 40 

6.2 Storytelling ................................................................................................................... 40 

6.2.1 Introduction ...................................................................................................................... 40 

6.2.2 Goals ................................................................................................................................ 40 

6.2.3 Target Audience ............................................................................................................... 40 

6.2.4 Duration ........................................................................................................................... 40 



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 5 

 

6.2.5 Methodology .................................................................................................................... 41 

6.2.6 Assessment ..................................................................................................................... 41 

6.2.7 Adaptations and Differentiation ........................................................................................ 41 

6.2.8 Conclusion ....................................................................................................................... 42 

6.2.9 Note for Facilitators .......................................................................................................... 42 

6.3 Contribution from Experts ............................................................................................ 42 

6.3.1 Introduction ...................................................................................................................... 42 

6.3.2 Goals ................................................................................................................................ 42 

6.3.3 Target Audience ............................................................................................................... 42 

6.3.4 Duration ........................................................................................................................... 42 

6.3.5 Methodology .................................................................................................................... 43 

6.3.6 Assessment ..................................................................................................................... 43 

6.3.7 Adaptations and Differentiation ........................................................................................ 43 

6.3.8 Conclusion ....................................................................................................................... 44 

6.3.9 Note for Facilitators .......................................................................................................... 44 

6.4 Formative Molecules .................................................................................................... 44 

6.4.1 Introduction ...................................................................................................................... 44 

6.4.2 Goals ................................................................................................................................ 44 

6.4.3 Target Audience ............................................................................................................... 44 

6.4.4 Duration ........................................................................................................................... 44 

6.4.5 Methodology .................................................................................................................... 44 

6.4.6 Assessment ..................................................................................................................... 45 

6.4.7 Adaptations and Differentiation ........................................................................................ 45 

6.4.8 Conclusion ....................................................................................................................... 45 

6.4.9 Note for Facilitators .......................................................................................................... 45 

6.5 Multimedia Learning ..................................................................................................... 45 

6.5.1 Introduction ...................................................................................................................... 45 

6.5.2 Goals ................................................................................................................................ 46 

6.5.3 Target Audience ............................................................................................................... 46 

6.5.4 Duration ........................................................................................................................... 46 

6.5.5 Methodology .................................................................................................................... 46 



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 6 

 

6.5.6 Assessment ..................................................................................................................... 47 

6.5.7 Adaptations and Differentiation ........................................................................................ 47 

6.5.8 Conclusion ....................................................................................................................... 47 

6.5.9 Note for Facilitators .......................................................................................................... 47 

6.6 Self-Reading ................................................................................................................ 47 

6.6.1 Introduction ...................................................................................................................... 47 

6.6.2 Goals ................................................................................................................................ 48 

6.6.3 Target Audience ............................................................................................................... 48 

6.6.4 Duration ........................................................................................................................... 48 

6.6.5 Methodology .................................................................................................................... 48 

6.6.6 Assessment ..................................................................................................................... 48 

6.6.7 Adaptations and Differentiation ........................................................................................ 49 

6.6.8 Conclusion ....................................................................................................................... 49 

6.6.9 Note for Facilitators .......................................................................................................... 49 

6.7 Nudging ........................................................................................................................ 49 

6.7.1 Introduction ...................................................................................................................... 49 

6.7.2 Goals ................................................................................................................................ 49 

6.7.3 Target Audience ............................................................................................................... 49 

6.7.4 Duration ........................................................................................................................... 50 

6.7.5 Methodology .................................................................................................................... 50 

6.7.6 Assessment ..................................................................................................................... 50 

6.7.7 Adaptations and Differentiation ........................................................................................ 50 

6.7.8 Conclusion ....................................................................................................................... 51 

6.7.9 Note for Facilitators .......................................................................................................... 51 

7 Annex 2 - Interactive Learning ....................................................................................................... 51 

7.1 Presentation ................................................................................................................. 51 

7.1.1 Introduction ...................................................................................................................... 51 

7.1.2 Goals ................................................................................................................................ 51 

7.1.3 Target Audience ............................................................................................................... 51 

7.1.4 Duration ........................................................................................................................... 51 

7.1.5 Methodology .................................................................................................................... 52 



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 7 

 

7.1.6 Assessment ..................................................................................................................... 52 

7.1.7 Adaptations and Differentiation ........................................................................................ 52 

7.1.8 Conclusion ....................................................................................................................... 52 

7.1.9 Note for Facilitators .......................................................................................................... 53 

7.2 Assignment .................................................................................................................. 53 

7.2.1 Introduction ...................................................................................................................... 53 

7.2.2 Goals ................................................................................................................................ 53 

7.2.3 Target Audience ............................................................................................................... 53 

7.2.4 Duration ........................................................................................................................... 53 

7.2.5 Methodology .................................................................................................................... 53 

7.2.6 Assessment ..................................................................................................................... 54 

7.2.7 Adaptations and Differentiation ........................................................................................ 54 

7.2.8 Conclusion ....................................................................................................................... 54 

7.2.9 Note for Facilitators .......................................................................................................... 54 

7.3 Gamification ................................................................................................................. 54 

7.3.1 Introduction ...................................................................................................................... 54 

7.3.2 Goals ................................................................................................................................ 55 

7.3.3 Target Audience ............................................................................................................... 55 

7.3.4 Duration ........................................................................................................................... 55 

7.3.5 Methodology .................................................................................................................... 55 

7.3.6 Assessment ..................................................................................................................... 56 

7.3.7 Adaptations and Differentiation ........................................................................................ 56 

7.3.8 Conclusion ....................................................................................................................... 56 

7.3.9 Note for Facilitators .......................................................................................................... 56 

7.4 Role Playing ................................................................................................................. 56 

7.4.1 Introduction ...................................................................................................................... 56 

7.4.2 Goals ................................................................................................................................ 57 

7.4.3 Target Audience ............................................................................................................... 57 

7.4.4 Duration ........................................................................................................................... 57 

7.4.5 Methodology .................................................................................................................... 57 

7.4.6 Assessment ..................................................................................................................... 58 



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 8 

 

7.4.7 Adaptations and Differentiation ........................................................................................ 58 

7.4.8 Conclusion ....................................................................................................................... 58 

7.4.9 Note for Facilitators .......................................................................................................... 58 

7.5 Experimentation ........................................................................................................... 58 

7.5.1 Introduction ...................................................................................................................... 58 

7.5.2 Goals ................................................................................................................................ 59 

7.5.3 Target Audience ............................................................................................................... 59 

7.5.4 Duration ........................................................................................................................... 59 

7.5.5 Methodology .................................................................................................................... 59 

7.5.6 Assessment ..................................................................................................................... 60 

7.5.7 Adaptations and Differentiation ........................................................................................ 60 

7.5.8 Conclusion ....................................................................................................................... 60 

7.5.9 Note for Facilitators .......................................................................................................... 60 

7.6 Coaching ...................................................................................................................... 60 

7.6.1 Introduction ...................................................................................................................... 60 

7.6.2 Goals ................................................................................................................................ 61 

7.6.3 Target Audience ............................................................................................................... 61 

7.6.4 Duration ........................................................................................................................... 61 

7.6.5 Methodology .................................................................................................................... 61 

7.6.6 Assessment ..................................................................................................................... 62 

7.6.7 Adaptations and Differentiation ........................................................................................ 62 

7.6.8 Conclusion ....................................................................................................................... 62 

7.6.9 Note for Facilitators .......................................................................................................... 62 

7.7 Problem Solving ........................................................................................................... 62 

7.7.1 Introduction ...................................................................................................................... 62 

7.7.2 Goals ................................................................................................................................ 63 

7.7.3 Target Audience ............................................................................................................... 63 

7.7.4 Duration ........................................................................................................................... 63 

7.7.5 Methodology .................................................................................................................... 63 

7.7.6 Assessment ..................................................................................................................... 64 

7.7.7 Adaptations and Differentiation ........................................................................................ 64 



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 9 

 

7.7.8 Conclusion ....................................................................................................................... 64 

7.7.9 Note for Facilitators .......................................................................................................... 64 

7.8 Workshop ..................................................................................................................... 64 

7.8.1 Introduction ...................................................................................................................... 64 

7.8.2 Goals ................................................................................................................................ 65 

7.8.3 Target Audience ............................................................................................................... 65 

7.8.4 Duration ........................................................................................................................... 65 

7.8.5 Methodology .................................................................................................................... 65 

7.8.6 Assessment ..................................................................................................................... 66 

7.8.7 Adaptations and Differentiation ........................................................................................ 66 

7.8.8 Conclusion ....................................................................................................................... 66 

7.8.9 Note for Facilitators .......................................................................................................... 66 

7.9 Hands-on Manipulation ................................................................................................ 67 

7.9.1 Introduction ...................................................................................................................... 67 

7.9.2 Goals ................................................................................................................................ 67 

7.9.3 Target Audience ............................................................................................................... 67 

7.9.4 Duration ........................................................................................................................... 67 

7.9.5 Methodology .................................................................................................................... 67 

7.9.6 Assessment ..................................................................................................................... 68 

7.9.7 Adaptations and Differentiation ........................................................................................ 68 

7.9.8 Conclusion ....................................................................................................................... 68 

7.9.9 Note for Facilitators .......................................................................................................... 68 

7.10 Self-directed Learning .................................................................................................. 69 

7.10.1 Introduction ...................................................................................................................... 69 

7.10.2 Goals ................................................................................................................................ 69 

7.10.3 Target Audience ............................................................................................................... 69 

7.10.4 Duration ........................................................................................................................... 69 

7.10.5 Methodology .................................................................................................................... 69 

7.10.6 Assessment ..................................................................................................................... 70 

7.10.7 Adaptations and Differentiation ........................................................................................ 70 

7.10.8 Conclusion ....................................................................................................................... 70 



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 10 

 

7.10.9 Note for Facilitators .......................................................................................................... 70 

7.11 Cyber Ranges .............................................................................................................. 71 

7.11.1 Introduction ...................................................................................................................... 71 

7.11.2 Goals ................................................................................................................................ 71 

7.11.3 Target Audience ............................................................................................................... 71 

7.11.4 Duration ........................................................................................................................... 71 

7.11.5 Methodology .................................................................................................................... 71 

7.11.6 Assessment ..................................................................................................................... 71 

7.11.7 Adaptations and Differentiation ........................................................................................ 72 

7.11.8 Conclusion ....................................................................................................................... 72 

7.11.9 Note for Facilitators .......................................................................................................... 72 

7.12 Table-top Simulations................................................................................................... 72 

7.12.1 Introduction ...................................................................................................................... 72 

7.12.2 Goals ................................................................................................................................ 72 

7.12.3 Target Audience ............................................................................................................... 72 

7.12.4 Duration ........................................................................................................................... 72 

7.12.5 Methodology .................................................................................................................... 72 

7.12.6 Assessment ..................................................................................................................... 73 

7.12.7 Adaptations and Differentiation ........................................................................................ 73 

7.12.8 Conclusion ....................................................................................................................... 73 

7.12.9 Note for Facilitators .......................................................................................................... 74 

8 Annex 3 - Shared Learning ............................................................................................................ 74 

8.1 Group Work .................................................................................................................. 74 

8.1.1 Introduction ...................................................................................................................... 74 

8.1.2 Goals ................................................................................................................................ 74 

8.1.3 Target Audience ............................................................................................................... 74 

8.1.4 Duration ........................................................................................................................... 74 

8.1.5 Methodology .................................................................................................................... 75 

8.1.6 Assessment ..................................................................................................................... 75 

8.1.7 Adaptations and Differentiation ........................................................................................ 75 

8.1.8 Conclusion ....................................................................................................................... 76 



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 11 

 

8.1.9 Note for Facilitators .......................................................................................................... 76 

8.2 Discussion .................................................................................................................... 76 

8.2.1 Introduction ...................................................................................................................... 76 

8.2.2 Goals ................................................................................................................................ 76 

8.2.3 Target Audience ............................................................................................................... 76 

8.2.4 Duration ........................................................................................................................... 77 

8.2.5 Methodology .................................................................................................................... 77 

8.2.6 Assessment ..................................................................................................................... 77 

8.2.7 Adaptations and Differentiation ........................................................................................ 78 

8.2.8 Conclusion ....................................................................................................................... 78 

8.2.9 Note for Facilitators .......................................................................................................... 78 

8.3 Visual Mapping ............................................................................................................ 78 

8.3.1 Introduction ...................................................................................................................... 78 

8.3.2 Goals ................................................................................................................................ 78 

8.3.3 Target Audience ............................................................................................................... 79 

8.3.4 Duration ........................................................................................................................... 79 

8.3.5 Methodology .................................................................................................................... 79 

8.3.6 Assessment ..................................................................................................................... 80 

8.3.7 Adaptations and Differentiation ........................................................................................ 80 

8.3.8 Conclusion ....................................................................................................................... 80 

8.3.9 Note for Facilitators .......................................................................................................... 80 

8.4 Contact/Exchanges with Schools ................................................................................ 80 

8.4.1 Introduction ...................................................................................................................... 80 

8.4.2 Goals ................................................................................................................................ 81 

8.4.3 Target Audience ............................................................................................................... 81 

8.4.4 Duration ........................................................................................................................... 81 

8.4.5 Methodology .................................................................................................................... 81 

8.4.6 Assessment ..................................................................................................................... 82 

8.4.7 Adaptations and Differentiation ........................................................................................ 82 

8.4.8 Conclusion ....................................................................................................................... 82 

8.4.9 Note for Facilitators .......................................................................................................... 82 



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 12 

 

8.5 Community ................................................................................................................... 83 

8.5.1 Introduction ...................................................................................................................... 83 

8.5.2 Goals ................................................................................................................................ 83 

8.5.3 Target Audience ............................................................................................................... 83 

8.5.4 Duration ........................................................................................................................... 83 

8.5.5 Methodology .................................................................................................................... 83 

8.5.6 Assessment ..................................................................................................................... 84 

8.5.7 Adaptations and Differentiation ........................................................................................ 84 

8.5.8 Conclusion ....................................................................................................................... 85 

8.5.9 Note for Facilitators .......................................................................................................... 85 

8.6 Outdoor Education ....................................................................................................... 85 

8.6.1 Introduction ...................................................................................................................... 85 

8.6.2 Goals ................................................................................................................................ 85 

8.6.3 Target Audience ............................................................................................................... 86 

8.6.4 Duration ........................................................................................................................... 86 

8.6.5 Methodology .................................................................................................................... 86 

8.6.6 Assessment ..................................................................................................................... 86 

8.6.7 Adaptations and Differentiation ........................................................................................ 87 

8.6.8 Conclusion ....................................................................................................................... 87 

8.6.9 Note for Facilitators .......................................................................................................... 87 

8.7 Flipped Classroom ....................................................................................................... 87 

8.7.1 Introduction ...................................................................................................................... 87 

8.7.2 Goals ................................................................................................................................ 87 

8.7.3 Target Audience ............................................................................................................... 87 

8.7.4 Duration ........................................................................................................................... 88 

8.7.5 Methodology .................................................................................................................... 88 

8.7.6 Assessment ..................................................................................................................... 88 

8.7.7 Adaptations and Differentiation ........................................................................................ 88 

8.7.8 Conclusion ....................................................................................................................... 89 

8.7.9 Note for Facilitators .......................................................................................................... 89 

8.8 Advocates .................................................................................................................... 89 



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 13 

 

8.8.1 Introduction ...................................................................................................................... 89 

8.8.2 Goals ................................................................................................................................ 89 

8.8.3 Target Audience ............................................................................................................... 89 

8.8.4 Duration ........................................................................................................................... 89 

8.8.5 Methodology .................................................................................................................... 90 

8.8.6 Assessment ..................................................................................................................... 90 

8.8.7 Adaptations and Differentiation ........................................................................................ 90 

8.8.8 Conclusion ....................................................................................................................... 91 

8.8.9 Note for Facilitators .......................................................................................................... 91 

9 Annex 4 - Evaluation & Monitoring ................................................................................................. 91 

9.1 Examination, Certification & Quiz ................................................................................ 91 

9.1.1 Introduction ...................................................................................................................... 91 

9.1.2 Goals ................................................................................................................................ 91 

9.1.3 Target Audience ............................................................................................................... 92 

9.1.4 Duration ........................................................................................................................... 92 

9.1.5 Methodology .................................................................................................................... 92 

9.1.6 Assessment ..................................................................................................................... 93 

9.1.7 Adaptations and Differentiation ........................................................................................ 93 

9.1.8 Conclusion ....................................................................................................................... 93 

9.1.9 Note for Facilitators .......................................................................................................... 93 

9.2 Experimentation ........................................................................................................... 93 

9.2.1 Introduction ...................................................................................................................... 93 

9.2.2 Goals ................................................................................................................................ 94 

9.2.3 Target Audience ............................................................................................................... 94 

9.2.4 Duration ........................................................................................................................... 94 

9.2.5 Methodology .................................................................................................................... 94 

9.2.6 Assessment ..................................................................................................................... 95 

9.2.7 Adaptations and Differentiation ........................................................................................ 95 

9.2.8 Conclusion ....................................................................................................................... 95 

9.2.9 Note for Facilitators .......................................................................................................... 95 

9.3 Consulting .................................................................................................................... 96 



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 14 

 

9.3.1 Introduction ...................................................................................................................... 96 

9.3.2 Goals ................................................................................................................................ 96 

9.3.3 Target Audience ............................................................................................................... 96 

9.3.4 Duration ........................................................................................................................... 96 

9.3.5 Methodology .................................................................................................................... 97 

9.3.6 Assessment ..................................................................................................................... 97 

9.3.7 Adaptations and Differentiation ........................................................................................ 98 

9.3.8 Conclusion ....................................................................................................................... 98 

9.3.9 Note for Facilitators .......................................................................................................... 98 

 

 

  



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 15 

 

List of figures 

 

Figure 1 – CYRUS Framework for Pedagogy, Andragogy and Heutagogy ........................................... 23 

Figure 2 - Diagram showcasing the continuum of pedagogy, andragogy, and heutagogy. ................... 25 

Figure 3 – OODA Loop Description ....................................................................................................... 26 

Figure 4 - Intersection of theories and models with the Applicable Didactic Methodologies. ............... 27 

Figure 5 – The components of the Applicable Didactic Methodology ................................................... 29 

Figure 6– Classification of personas ..................................................................................................... 29 

Figure 7– Example Manufacturing Operator ......................................................................................... 31 

Figure 8– Miro board to collect partner's comments ............................................................................. 32 

Figure 9– Example Miro board to identify common features ................................................................. 33 

Figure 10– Example Learning Objective - Operator .............................................................................. 33 

 

  



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 16 

 

List of tables 

 

Table 1 – Consortium members............................................................................................................... 3 

Table 2 – List of abbreviations ............................................................................................................... 17 

Table 3 – Profiles for Competence Framework application ................................................................... 30 

Table 4 – Learning Objectives of Operator ............................................................................................ 34 

Table 5 – Learning Objectives of Engineer ............................................................................................ 34 

Table 6 – Learning Objectives of Administrator ..................................................................................... 35 

 

  



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 17 

 

List of abbreviations 

 

Table 2 – List of abbreviations 

Abbreviation Explanation 

AM Additive Manufacturing 

ATSEP AIR Traffic Safety Personnel  

EC European Commission 

EU European Union 

GA Grant Agreement 

HaDEA European Health and Digital Executive Agency 

IT Information Technology 

PC Project Coordinator 

WP Work Package 

WPL Work Package Leader 

  



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 18 

 

Executive Summary 

The instructional design approach for the CYRUS Project embodies a comprehensive framework that 

integrates theories of pedagogy, andragogy, and heutagogy to cater to the diverse needs of adult 

learners. Pursuing effective instructional methodologies in adult education is a multifaceted endeavour 

derived from foundational theories such as pedagogy, andragogy, and heutagogy. 

General Problem 

Today, we witness an increasing demand for advanced skills and a chronic lack of dedicated time from 

learners. Due to these challenges, cybersecurity experts and instructors have explored alternative 

teaching methodologies in cybersecurity training. Cybersecurity is one of the most challenging areas 

due to the rapidly changing Tactics, Techniques, and Procedures (TTPs) used in cybercrime. Defensive 

technologies are keeping up with the same speed of change. This challenge is where CYRUS comes in 

– experimenting with pedagogical methodologies to enhance and make cybersecurity training more 

efficient. 

General Approach to Instructional Design 

In this Deliverable, instructional methodologies are categorised into four macro areas: Non-Interactive 

Learning, Interactive Learning, Shared Learning, and Evaluation and Monitoring, each tailored to 

address the unique needs of adult learners. Non-interactive learning methodologies, rooted in traditional 

pedagogy, emphasise direct instruction and structured content delivery. Interactive Learning 

methodologies, informed by andragogical principles, prioritise active engagement and collaboration 

among learners. Shared Learning methodologies, inspired by heutagogical principles, underscore the 

importance of community, collaboration, and knowledge-sharing. Evaluation and Monitoring 

methodologies are crucial in assessing learning outcomes and guiding ongoing improvement efforts. 

Application of the Competence Framework 

Applying the Competence Framework within the CYRUS project involves the development of personas 

representing specific roles in the transport and manufacturing sectors. These personas serve to 

visualise cybersecurity skills, define learning outcomes, and derive learning objectives tailored to the 

daily activities and needs of professionals in these sectors. Learning objectives are defined for each 

profile through a collaborative methodology involving interactive sessions and partner collaboration, 

considering factors such as work methodology, environment, tools, and company type. 

Methodologies for Instructional Design 

The methodologies employed within the CYRUS Project encompass a range of approaches to maximise 

learning effectiveness. Drawing inspiration from the OODA loop, the ATAC model, and the Learning 

Continuum, the project seeks to create dynamic and engaging learning experiences that empower 

learners to take ownership of their learning journey. 

• OODA Loop: Coined by military strategist John Boyd, the OODA loop emphasises adaptability 

and agility in decision-making. In the context of adult education, this framework underscores the 

importance of continuous assessment, reflection, and adjustment to meet the evolving needs of 

learners. 
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• ATAC Model: Developed by Dr. Victor Vroom, the ATAC model provides a systematic approach 

to motivation and performance management. Educators can enhance engagement and promote 

self-directed learning behaviours by aligning instructional strategies with learners' motivational 

factors. 

• Learning Continuum: Inspired by theorists like Lev Vygotsky and Jean Piaget, the Learning 

Continuum recognises learning as a lifelong journey characterised by continuous growth and 

development. Educators can promote progression and achievement by designing learning 

experiences that cater to individual readiness levels. 

Conclusion 

Knowles' theory of andragogy offers a comprehensive framework for understanding and facilitating adult 

learning, providing valuable insights and strategies for educators, trainers, and organisations committed 

to promoting lifelong learning and professional development. 

The instructional design approach for the CYRUS Project reflects a dynamic and adaptive framework 

rooted in the principles of pedagogy, andragogy, and heutagogy. By leveraging these methodologies 

and models, educators can create engaging, effective learning experiences that empower adult learners 

to thrive in today's complex world. 

  



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 20 

 

1 Introduction 

Pursuing effective instructional methodologies in adult education is multifaceted, drawing from 

foundational theories such as pedagogy, andragogy, and heutagogy. Within the CYRUS project, 

instructional methods are categorised into four macro areas: Non-Interactive Learning, Interactive 

Learning, Shared Learning, and Evaluation and Monitoring, each tailored to address the unique needs 

of adult learners. 

Non-interactive learning methodologies, rooted in traditional pedagogy [1], emphasise direct instruction 

and structured content delivery. Interactive Learning methodologies, informed by andragogical 

principles, prioritise active engagement and collaboration among learners. Shared Learning 

methodologies, inspired by heutagogical principles, underscore the importance of community, 

collaboration, and knowledge-sharing. Evaluation and Monitoring methodologies are crucial in 

assessing learning outcomes and guiding ongoing improvement efforts. 

Moreover, applying the Competence Framework within the CYRUS project involves the development of 

personas representing specific roles in the transport and manufacturing sectors. These personas serve 

to visualise cybersecurity skills, define learning outcomes, and derive learning objectives tailored to the 

daily activities and needs of professionals in these sectors. 

Learning objectives are defined for each profile through a collaborative methodology involving 

interactive sessions and partner collaboration, considering factors such as work methodology, 

environment, tools, and company type. The results highlight specific learning objectives for operators, 

engineers, and administrators, aiming to enhance training effectiveness and cater to the diverse learning 

needs of adult learners in the transport and manufacturing sectors. 

 

2 General training approach and methodology 

In the context of CYRUS, our initial step involves an examination of the framework of educational 

theories pertinent to adult education, with a primary focus on andragogy [2], while also drawing 

inspiration from pedagogy and heutagogy. This strategic choice aims to provide a solid foundation and 

direction for our analysis and research endeavours, enabling us to chart a scientifically sound and well-

supported path. Below, we outline key aspects of the theories that have shaped our approach. 

Within education, particularly in corporate training settings, the principles of andragogy, pioneered by 

Malcolm Knowles, serve as a guiding beacon.  

Malcolm Knowles, an influential American educator, made significant contributions to adult education by 

introducing the concept of andragogy—the art and science of facilitating adult learning. Unlike pedagogy, 

which focuses on teaching children, andragogy centres on adult learners' distinctive characteristics and 

needs. [3] 

Exploring the historical context of Knowles' theories, we observe their emergence during the latter part 

of the 20th century, a period marked by societal shifts towards lifelong learning and professional 

advancement. In the 1960s and 1970s, amidst evolving workforce dynamics and growing demand for 

continuing education among adults, Knowles developed his principles through empirical research and 

experiential insights. 
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As organisations increasingly acknowledge the importance of investing in their employees' ongoing 

growth, the demand for effective adult learning methodologies becomes paramount. Unlike children, 

adult learners bring many experiences, motivations, and obligations to the learning environment. 

Andragogy recognises and leverages these attributes, promoting engagement, relevance, and self-

directed learning among adults. 

At its core, Knowles' theory emphasises several fundamental principles of andragogy: 

1. Self-concept: Adult learners possess a self-concept that is independent, autonomous, and 

intrinsically motivated, making them active participants in their learning journey. 

2. Experience: Adults bring diverse life experiences, knowledge, and skills to the learning process, 

a valuable resource for building new understandings and competencies. 

3. Readiness to learn: Adult learners are motivated to learn when they perceive the knowledge 

and skills as immediately applicable to their personal or professional lives, emphasising 

relevance and practicality. 

4. Orientation to learning: Adults prefer learning experiences that are problem-centred, task-

oriented, and focused on real-world applications, enabling them to address immediate 

challenges and achieve tangible outcomes. 

5. Motivation: Adult learners are motivated by internal factors such as autonomy, mastery, and 

purpose rather than external rewards or punishments, highlighting the importance of intrinsic 

motivation in sustaining learning efforts.[4] 

Adopting andragogical principles in corporate training aligns with adult learners' evolving needs and 

preferences. By embracing a learner-centred approach and acknowledging adults' unique 

characteristics and motivations, organisations can create more effective, engaging, and impactful 

learning experiences that empower individuals to thrive in an ever-changing world. 

In conclusion, Knowles' theory of andragogy offers a comprehensive framework for 

understanding and facilitating adult learning, providing valuable insights and strategies for 

educators, trainers, and organisations committed to promoting lifelong learning and 

professional development.  

Today, we witness an increasing demand for advanced skills and a chronic lack of dedicated 

time from learners. Due to these challenges, cybersecurity experts and instructors have explored 

alternative teaching methodologies in cybersecurity training. Cybersecurity is one of the most 

challenging areas due to the rapidly changing Tactics, Techniques, and Procedures (TTPs) used 

in cybercrime. Defensive technologies are keeping up with the same speed of change. This 

challenge is where CYRUS comes in – experimenting with pedagogical methodologies to 

enhance and make cybersecurity training more efficient. 

Continuing to explore adult learning theories, we delve into lifelong learning [5] and the transition from 

andragogy to heutagogy. 

Significant figures in the study of lifelong learning include Jack Mezirow, Cyril O. Houle, and John Dewey, 

who laid the groundwork for understanding the transformative nature of adult learning throughout the 

20th century. Their seminal works, spanning from the 1960s to the early 2000s, underscored the 

importance of continuous learning across the lifespan and the role of education in fostering personal 

and societal development. 
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The concept of lifelong learning gained traction in response to rapid technological advancements, 

globalisation, and demographic shifts, which necessitated ongoing skill development and adaptation in 

the workforce. As traditional career paths evolved and job roles became increasingly fluid, a growing 

recognition of the need for individuals to cultivate a disposition towards lifelong learning to remain 

competitive and resilient in the face of change arose. 

This paradigm shift from andragogy to heutagogy represents an evolution rather than a departure from 

previous theories. While andragogy focuses on the self-directed nature of adult learning, heutagogy 

extends this concept by emphasising the importance of self-directedness and self-determined learning. 

Coined by Hase and Kenyon in the early 2000s, heutagogy emphasises the learner's ability to navigate 

existing knowledge and actively contribute to its creation and dissemination [10]. 

At its core, lifelong learning embodies the idea that learning is not confined to formal educational settings 

but is a continuous, self-initiated process throughout one's life. Lifelong learning encompasses formal 

and informal learning experiences, spanning formal education, workplace training, community activities, 

and personal pursuits. It promotes adaptability, innovation, and personal growth, enabling individuals to 

thrive in an ever-changing world. 

Heutagogy, on the other hand, builds upon the principles of lifelong learning by placing greater emphasis 

on self-determination and co-creation of knowledge. Unlike andragogy, which assumes a predefined 

curriculum and learning objectives, heutagogy empowers learners to shape their learning journey 

actively, co-creating knowledge with peers, mentors, and resources within their learning ecosystem.[7] 

Key characteristics of heutagogy include: 

1. Self-determination: Learners have the autonomy to set their learning goals, choose their 

learning pathways, and determine their pace of learning. 

2. Co-creation: Learning is viewed as a collaborative process, with learners actively engaging in 

knowledge creation, sharing, and synthesis through dialogue, reflection, and collaboration. 

3. Reflective practice: heutagogy encourages learners to engage in reflective practices, critically 

evaluating their learning experiences, identifying areas for growth, and iteratively refining their 

understanding and skills. 

4. Life-wide learning: Heutagogy extends beyond formal education to encompass all aspects of 

life, recognising that learning opportunities exist in diverse contexts and experiences. 

The evolution from andragogy to heutagogy reflects a broader shift towards learner-centred, 

participatory approaches to education and training. By embracing lifelong learning and heutagogy, 

educators, trainers, and organisations can foster a culture of continuous learning, empowerment, and 

innovation that enables individuals to thrive in a rapidly changing world. 

Below is a schema (see Figure 1) illustrating the intersection of andragogy, pedagogy, and heutagogy, 

highlighting their interconnectedness and the potential for synergies in educational practice. The y-axis 

represents the degree of learner autonomy, while the x-axis indicates the level of structure within the 

learning pathway. Andragogy, positioned between pedagogy and heutagogy, embodies a middle ground 

where learners have a moderate level of autonomy while still benefiting from structured learning 

experiences. For the CYRUS project, our primary reference point will be andragogy, encompassing its 

intersections with the other two theories. 
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Figure 1 – CYRUS Framework for Pedagogy, Andragogy and Heutagogy 

As we explore educational practices, it is essential to acknowledge the foundational principles of 

heutagogy, andragogy, pedagogy and lifelong learning. These theories provide invaluable insights into 

the dynamics of adult learning and the importance of continuous personal and professional 

development. In our subsequent discussions and strategies, we draw inspiration from all these theories 

to create a holistic approach to education that empowers learners to thrive in today's complex world. 

Heutagogy, emphasising self-determination and co-creation of knowledge, reminds us of the importance 

of empowering learners to take ownership of their learning journey. By providing opportunities for 

learners to set their goals, choose their learning pathways, and actively participate in knowledge 

creation, we aim to foster a sense of agency and autonomy that fuels intrinsic motivation and lifelong 

learning. 

Similarly, andragogy highlights the unique characteristics of adult learners and the importance of learner-

centred approaches in educational settings. By recognising our participants' diverse backgrounds, 

experiences, and learning preferences, we tailor our teaching strategies to accommodate individual 

needs, promote active engagement, and facilitate meaningful learning experiences. 

Moreover, lifelong learning is the central framework guiding our educational endeavours. We recognise 

that learning is not confined to formal educational institutions but is a continuous and lifelong process in 

diverse contexts and throughout one's life. By nurturing a culture of curiosity, exploration, and reflection, 

we seek to instil a mindset of lifelong learning that empowers individuals to adapt, grow, and thrive in an 

ever-changing world. 
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In our educational practices, we integrate elements of heutagogy, andragogy, pedagogy and lifelong 

learning to create dynamic and adaptive learning environments that meet the evolving needs of our 

learners. Whether through self-directed projects, collaborative discussions, experiential activities, or 

reflective practices, we aim to cultivate a learning ecosystem that fosters creativity, critical thinking, and 

personal transformation. 

By embracing the principles of heutagogy, andragogy, and lifelong learning, we strive to empower 

learners to become active participants in their learning journey, equipped with the skills, knowledge, and 

mindset needed to navigate the complexities of the 21st century. Through our collective efforts, we 

aspire to create inclusive, supportive, and transformative learning experiences that inspire a lifelong love 

of learning and drive positive change in individuals, organisations, and communities. 

As we begin this educational journey, let's look to the principles of heutagogy, andragogy, and lifelong 

learning for guidance. We aim to create environments conducive to learners' growth and maximum 

potential.  

After elucidating the pedagogical theories of pedagogy, andragogy, and heutagogy, it becomes evident 

that these frameworks delineate a progressive shift in the role of educators. In traditional pedagogy, 

instructors typically assume a directive role, imparting knowledge to passive learners. Conversely, 

andragogy emphasises the importance of self-directed learning among adults, advocating for a more 

collaborative relationship between educators and learners. Heutagogy, the latest iteration in this 

evolutionary trajectory, underscores the need for learners to take ownership of their learning journey, 

with educators assuming the role of facilitators rather than dispensers of knowledge. 

This transformation in the educator's role aligns with contemporary educational paradigms, wherein the 

emphasis is placed on fostering critical thinking, autonomy, and lifelong learning skills. The facilitative 

approach adopted by educators empowers learners to navigate complex information landscapes, 

develop problem-solving abilities, and cultivate a deep understanding of the subject matter. 

To visually represent these shifts, we present an illustrative diagram showcasing the continuum of 

pedagogy, andragogy, and heutagogy (see Figure 2). This visual aid underscores educational 

philosophies' evolution and highlights educators' pivotal role as facilitators of learning in the modern 

educational landscape. 
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Figure 2 - Diagram showcasing the continuum of pedagogy, andragogy, and heutagogy. 

Transitioning from theoretical discourse to practical application, we now delve into concrete instructional 

models that embody the principles of andragogy, heutagogy, and pedagogy. Building upon the 

foundation laid by these educational theories, we aim to propose actionable models that actively 

integrate these principles into the design of educational pathways. 

Among the models we explore are the OODA loop, the ATAC model, and the Learning Continuum, each 

offering distinct perspectives on facilitating adult learning. By incorporating these models into our 

educational frameworks, we endeavour to create dynamic and engaging learning experiences that 

empower learners to take ownership of their learning journey and cultivate essential skills for lifelong 

learning. 

Firstly, the OODA loop, coined by military strategist John Boyd, stands for Observe, Orient, Decide, and 

Act, see Figure 3. This iterative decision-making process emphasises adaptability and agility in response 

to changing circumstances. In adult education, the OODA loop underscores the importance of 

continuous assessment, reflection, and adjustment to meet learners' evolving needs and preferences. 

Educators can create dynamic learning environments that promote active engagement and meaningful 

interaction by incorporating this framework.[9] 
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Figure   –   DA Loop Description 

Secondly, the ATAC model, developed by Dr. Victor Vroom, provides a systematic approach to 

motivation and performance management. The model emphasises the role of expectancy, valence, and 

instrumentality in driving individuals' efforts and outcomes. In adult learning, the ATAC model 

encourages educators to consider learners' expectations, perceived value of learning outcomes, and 

belief in their ability to succeed. Educators can enhance engagement and promote self-directed learning 

behaviours by aligning instructional strategies with learners' motivational factors. (Azaabi Cletus) 

Lastly, the Learning Continuum, inspired by the work of theorists like Lev Vygotsky and Jean Piaget, 

recognises that learning is a lifelong journey characterised by continuous growth and development. This 

model emphasises the progression from novice to expert through successive stages of learning. The 

Learning Continuum highlights the importance of scaffolding and gradual skill acquisition in adult 

education, allowing learners to build upon their existing knowledge and experiences. By incorporating 

this model, educators can design learning experiences that cater to learners' readiness levels and 

promote a sense of progression and achievement [6]. 

These educational practices are deeply rooted in the principles of andragogy and heutagogy. The OODA 

loop encourages learners to take an active role in their learning process, fostering autonomy and self-

direction, key tenets of andragogy. Similarly, the ATAC model emphasises the importance of intrinsic 

motivation and self-efficacy, aligning with andragogical principles of learner-centeredness and 

relevance. Additionally, the Learning Continuum recognises the dynamic nature of adult learning, 

emphasising the importance of personalised, lifelong learning pathways—a core principle of both 

andragogy and heutagogy. 

By integrating these practices into educational programs and initiatives, educators can create engaging, 

effective learning experiences that empower adults to achieve their learning goals and thrive in today's 

dynamic learning landscape. 
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A complex and articulated framework of adult education and training emerges in light of the foundational 

pedagogical theories and innovative learning models examined in this chapter. As we can observe in 

the presented schema, the educational landscape is delineated by three key concepts: pedagogy, 

andragogy, and heutagogy, each with its characteristics and approaches to adult learning. 

Incorporating advanced methodologies such as the OODA loop, the ATAC Model, and the Learning 

Continuum within this conceptual framework, we can glimpse a broader and integrated vision of 

educational practice. These models provide structure and guidance for designing and implementing 

educational pathways that address adult learners' specific needs and characteristics (see Figure 4). 

However, it is important to note that the intersection of these theories and models with a wide range of 

teaching methodologies represents adult education's true richness and complexity. In the next chapter, 

we will delve into these methodologies in detail, examining how they can be successfully applied in adult 

learning contexts to maximise the effectiveness and impact of the learning experience. 

 

Figure   - Intersection of theories and models with the Applicable Didactic  ethodologies. 
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3 Applicable Didactic Methodologies 

In education, the pursuit of effective instructional methodologies spans a diverse spectrum, categorised 

into four macro areas: Non-interactive Learning, Interactive Learning, Shared Learning, and Evaluation 

and Monitoring. These methodologies are explored within adult education, drawing insights from the 

foundational theories of pedagogy, andragogy, and heutagogy. Each category reflects a distinct 

approach to learning facilitation tailored to address adult learners' unique needs and characteristics. In 

this chapter, we examine these methodologies through the lens of a Learning Facilitator, delving into 

their theoretical underpinnings and practical applications in Annex (Annex1 - Non-interactive Learning, 

Annex 2 - Interactive Learning, Annex 3 - Shared Learning, Annex 4 - Evaluation & Monitoring). 

Non-interactive learning methodologies, rooted in traditional pedagogy, emphasise direct instruction and 

structured content delivery. These methodologies include Lecture-style Teaching, Storytelling, Available 

Experts, Formative Molecules, Multimedia Learning, Self-Reading, and Nudging. These approaches 

align closely with pedagogical principles, emphasising the role of the instructor in guiding the learning 

process. 

Interactive Learning methodologies, informed by the principles of andragogy, prioritise active 

engagement and collaboration among learners. Examples include Presentation, Assignment, 

Gamification, Expert Contribution, Role Playing, Experimentation, Coaching, Problem Solving, 

Workshop, Tutorial, Hands-on Manipulation, and Self-directed learning. These methodologies empower 

learners to take ownership of their learning journey and foster self-directedness. 

Shared Learning methodologies, inspired by heutagogical principles, underscore the importance of 

community, collaboration, and knowledge-sharing. Group Work, Discussion, Visual Mapping, 

Contact/Exchanges with Schools, Community, Problem Solving, Outdoor Education, Flipped 

Classroom, and Advocates are among the methodologies that promote collective growth and learning 

through shared experiences. 

Evaluation and Monitoring methodologies are crucial in assessing learning outcomes and providing 

feedback to learners. These methodologies, which include Examination/Certification/Quiz, 

Experimentation, Consulting, Cyber Ranges, and Table-top Simulations, are essential for gauging the 

effectiveness of instructional strategies and guiding ongoing improvement efforts. 

As we explore these methodologies, we will analyse their theoretical foundations and practical 

implications for adult education. By synthesising insights from pedagogy, andragogy, and heutagogy, 

we aim to equip Learning Facilitators with a comprehensive toolkit to enhance learning experiences and 

empower adult learners on their educational journey (see Figure 5). 
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Figure 5 – The components of the Applicable Didactic  ethodology 

 

4 Learning Objectives – Specific Needs 

As mentioned in D1.1 [11] in the context of the CYRUS project, several personas were developed for 

the transport and manufacturing sectors representing specific profiles in the two sectors classified in 

three high-level categories (operator, administrative and engineer) and described in terms of the current 

knowledge and skills they have (see Figure 6). 

 

Figure  – Classification of personas 
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The personas were used to visualise the cybersecurity skills and competencies and to define the 

learning outcomes and learning pathways of the training course that will be developed in WP2, as 

detailed in D1.2 [12]. 

In this phase of applying the Competence Framework, the consortium partners selected the most 

representative roles in the two sectors from the complete list of profiles analysed during the Focus 

Group. Please see D1.1 [11] and D1.2 [12] for more information on the full list of profiles in the Focus 

Groups. 

These profiles are illustrated in Table 3. 

Table   – Profiles for Competence Framework application 

Category Domain  Personas/Role 

Operator Transport  Rail Maintainer 

Transport (aviation) Air Traffic Controller 

Manufacturing Manufacturing Operator 

Engineer Transport IT Software Developer 

Transport (aviation) AIR Traffic Safety Personnel 

(ATSEP) 

Manufacturing Additive Manufacturing (AM) 

process Engineer 

Administrator Transport/Manufacturing HR Manager 

Transport/Manufacturing Office Worker 

This chapter describes each profile/persona developed in the competence framework [5] as a specific 

need derived from daily activities. Once the characteristics of each profile/persona had been analysed 

in detail, we tried to abstract the common characteristics at the macro category level (operator, engineer, 

administrator). 

 

4.1 Methodology 

In addition to Learning Outcomes in terms of skills and knowledge illustrated in D1.2 [12], which 

identifies what training (educational pathways) a professional figure belonging to a specific category 

(operator, engineer, administrator) can do, it is helpful to specify the needs derived from the 

methodology of work, working environment, working methods and type of company. 

These types of needs are defined as Learning Objectives in this deliverable. 

To define the learning objective of each profile in Table 3, we have proceeded with the support of all 

partners in the interactive section. Crucial was the contribution of organisations with in-depth knowledge 

of the working environment in the two sectors (transport and manufacturing). 

The session was conducted on the MIRO dashboard. 

We have described each persona/profile (Rail Maintainer, Air Traffic Controller, Manufacturing Operator, 

etc.) in Table 5, focusing on how they do their work. For example, whether they are unable to interrupt 

their working day to attend a training course, what kind of technological tools they have at their disposal 
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(PC, tablet, tablet, smartphone), whether these tools are personal or corporate, whether the number of 

these profiles within a company is high or low, etc. 

The process took place through four steps: 

1. STEP 1 – Definition of “What does each persona do?” and Specific Needs. 

In this step, we have collected the information in a frame of a MIRO board; an example of a 

persona is in Figure 7. 

 

Figure  –  xample  anufacturing  perator 

 

2. STEP 2 – Comments and validation of partners. 

In a plenary meeting, we discussed each persona and harvested the partners' comments. The 

partners had the board for a week to collect all comments (see Figure 8). 
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Figure  –  iro board to collect partner's comments 

3. STEP 3 – Analysis of each persona of a category to identify common features.  

We have analysed all personas in the same category to identify common features. Some 

characteristics were common to all personas in the same category, while others (the minority) 

were specific to a sub-group or individual personas (see Figure 9). 
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Figure  –  xample  iro board to identify common features 

 

4. STEP 4 – Definition of the Learning Objective for category (common at all, common to a 

small group, specific to a persona) 

We have summarised the features in an Excel file for each category (operator, engineer, 

administrator). See Figure 10. 

 

Figure 1 –  xample Learning  bjective -  perator 
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4.2 Results 

The following tables (Table 4, Table 5, Table 6) collect the learning objectives for operators, engineers, 

and administrators. 

 

Table   – Learning  bjectives of  perator 

Learning Objective OPERATOR 

Do not affect the operation. X 

Learning with small groups from other 

companies 

X 

Receive training on their devices (i.e., BYOD or 

COPE) 

X 

Receive training on the go or from home. MANUFACTURING OPERATOR & RAIL 

MAINTAINER 

Use the native language. MANUFACTURING OPERATOR & RAIL 

MAINTAINER 

The content must be so engaging or brief that it 

is not distracting or overwhelming. 

MANUFACTURING OPERATOR & RAIL 

MAINTAINER 

Learning individually (primary need) MANUFACTURING OPERATOR & RAIL 

MAINTAINER 

Train the trainer mode could be a viable option RAIL MAINTAINER 

You may not have a personal computer. May I 

also have a tablet? 

RAIL MAINTAINER 

For practical lectures and simulations, better in-

person training 

ATCO 

English language ATCO 

The content must be necessary for the work ATCO 

Team building exercises could be another 

exciting way to keep them engaged. 

ATCO 

An interactive quiz to test the preparedness ATCO 

Using videos and voice during the learning could 

be another fun way to immerse ATCO fully. 

ATCO 

 

Table 5 – Learning  bjectives of  ngineer 

Learning Objective ENGINEER 

Do not affect the operation. X 

Can receive training on the go or from home 

(Laptop or Tablet) 
X 

Learning with  groups X 

The content must be very engaging. X 

English X 
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For practical lectures and simulations, better in-

person training 
IT SW DEVELOPER & ATSEP Profile 

Native language IT SW DEVELOPER & AM Process Engineer 

Security by design IT SW DEVELOPER 

Hands-on exercise and simulation ATSEP Profile 

Learning individually AM Process Engineer 

Modular and flexible approach AM Process Engineer 

Online and flexible training AM Process Engineer 

Use of examples and case studies related to 

their job 
AM Process Engineer 

Digital learning with gamification and simulated 

scenarios 
AM Process Engineer 

 

Table   – Learning  bjectives of Administrator 

Learning Objective ADMINISTRATOR 

Prefers modular courses (max 4 hours) X 

Learning with small groups X 

Receive training on a laptop. X 

May also wish to receive training on personal 

devices 

X 

The content must be so engaging or brief that it 

is not distracting 

X 

Interested also in awareness only X 

Fun Quiz, in the end, to test their knowledge of 

varied modules 

X 

Small games and flashcard exercises X 

Interactive video content as storytelling to get 

them fully immersed 

X 

Knows the local language and English HR PROFILE 

Learning individually HR PROFILE 

Use the native language. OFFICE WORKER 
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5 Conclusions 

In conclusion, exploring instructional methodologies within the CYRUS project underscores the 

multifaceted nature of adult education, drawing from pedagogy, andragogy, and heutagogy. By 

categorising methodologies into Non-Interactive Learning, Interactive Learning, Shared Learning, and 

Evaluation and Monitoring, tailored approaches are developed to address the unique needs of adult 

learners. Through collaborative sessions and partner engagement, learning objectives are defined for 

specific roles in the transport and manufacturing sectors, aiming to enhance training effectiveness. 

Moreover, applying the Competence Framework facilitates the development of personas, guiding the 

visualisation of cybersecurity skills and the derivation of learning objectives. This comprehensive 

approach integrates theoretical foundations with practical methodologies, empowering adult learners to 

thrive in today's dynamic educational landscape. 
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6 Annex1 - Non-interactive Learning 

6.1 Lecture Style Teaching 

6.1.1 Introduction 

Lecture-style teaching is a traditional educational methodology in which the instructor delivers 

information to learners through a structured presentation. This methodology entails verbal 

communication supplemented by visual aids and occasionally interactive elements. The instructor 

presents a series of topics sequentially, with minimal audience interaction, typically limited to questions 

and observations. Through this approach, learners receive essential knowledge, key concepts, and 

theories facilitated by structured information delivery. Despite its unidirectional nature, lecture-style 

teaching remains a foundational method in education, providing learners with foundational knowledge 

and fostering comprehension of complex ideas through structured explanations and examples. 

6.1.2 Goals 

• Provide learners with foundational knowledge, concepts, and theories relevant to the 

subject matter. 

• Facilitate understanding and comprehension of complex ideas through structured 

explanations and examples. 

• Engage learners in passive learning activities, such as listening and observing, to absorb 

information and concepts. 

• Create a framework for further exploration, discussion, and application of the material 

covered in the lecture. 

6.1.3 Target Audience 

Adult learners in a corporate setting seek to acquire new knowledge, skills, or competencies relevant to 

their professional roles and responsibilities through structured presentations and lectures. 

6.1.4 Duration 

Varies depending on the depth and breadth of the content covered in the lecture. Lectures may range 

from short, focused sessions lasting 30 minutes to extended presentations spanning several hours. 

6.1.5 Methodology 

1. Content Preparation 

o Define the learning objectives and scope of the lecture, outlining the key concepts, 

theories, and information to be covered. 

o Prepare visual aids, slides, handouts, or other supporting materials to enhance the 

delivery and comprehension of the content. 

o Organize the content logically, breaking down complex ideas into digestible segments 

for presentation. 

2. Delivery and Engagement 

o Deliver the lecture using a clear and articulate speaking style, maintaining a steady 

pace to ensure comprehension. 
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o Use visual aids, such as slides or multimedia presentations, to complement verbal 

explanations and reinforce key points. 

o Encourage active engagement and participation through interactive elements like polls, 

quizzes, or Q&A sessions. 

3. Assessment and Feedback 

o Assess learners' understanding and retention of the material covered through quizzes, 

assessments, or follow-up discussions. 

o Provide feedback and clarification on areas of confusion or misunderstanding, 

addressing learners' questions and concerns. 

o Encourage self-reflection and application of the knowledge gained through the lecture 

to real-world scenarios or challenges. 

6.1.6 Assessment 

• Evaluation of learners' comprehension and retention of the material covered in the lecture 

through quizzes, assessments, or discussions. 

• Assessment of the effectiveness of the lecture in achieving its stated learning objectives 

and engaging participants in the learning process. 

• Feedback from learners on their experiences with the lecture, including perceived strengths, 

areas for improvement, and suggestions for future sessions. 

6.1.7 Adaptations and Differentiation 

Tailor the lecture's content and delivery to meet the participant's specific needs, interests, and learning 

styles, ensuring accessibility and relevance. 

Provide options for learners to engage with the material through different modalities, such as visual, 

auditory, or kinesthetic approaches. 

Offer additional resources or follow-up activities for learners who may require further reinforcement or 

exploration of the topics covered in the lecture. 

6.1.8 Conclusion 

Lecture-style teaching remains a valuable methodology for delivering information, concepts, and 

theories to adult learners in a corporate learning environment. By providing structured presentations and 

explanations, lectures can serve as a foundation for further exploration, discussion, and application of 

knowledge within the organisation. Incorporating principles of andragogy, such as acknowledging the 

learners’ need for self-direction and prior experience, can enhance the effectiveness of lecture-style 

teaching for adult learners. Additionally, integrating interactive elements such as group discussions, case 

studies, and problem-solving activities can promote active engagement and deeper learning among 

participants. By combining traditional lecture formats with interactive techniques inspired by 

andragogical principles, educators can create dynamic and impactful learning experiences tailored to 

the needs of adult learners in corporate settings. 
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6.1.9 Note for Facilitators 

• Maintain a dynamic and engaging delivery style to keep participants' attention and interest 

throughout the lecture. 

• Encourage active participation and interaction through opportunities for questions, 

discussions, and reflections on the material covered. 

• Seek feedback from participants on their learning preferences, experiences, and 

suggestions for improving future lectures. 

  

6.2 Storytelling 

6.2.1 Introduction 

Storytelling is a powerful methodology that involves conveying information, ideas, or concepts through 

the art of storytelling. It utilises narrative structures, characters, and plotlines to engage learners 

emotionally and intellectually, facilitating more profound understanding, retention, and application of the 

subject matter. 

6.2.2 Goals 

• Engage learners emotionally and intellectually, capturing their attention and interest through 

compelling narratives and storytelling techniques. 

• Facilitate comprehension and retention of key concepts, ideas, and messages by 

embedding them within memorable and relatable stories. 

• Stimulate imagination, creativity, and critical thinking skills by exploring diverse 

perspectives, experiences, and scenarios presented in stories. 

• Inspire reflection, empathy, and personal connection to the material, fostering deeper 

engagement and ownership of learning outcomes. 

6.2.3 Target Audience 

Adult learners in a corporate setting seek to enhance their communication skills, creativity, and 

understanding of complex topics using storytelling as a learning tool. 

6.2.4 Duration 

Varies depending on the length and complexity of the story being told. Storytelling sessions may range 

from short anecdotes or parables to longer narratives or case studies. 
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6.2.5 Methodology 

1. Story Selection and Adaptation 

o Select or develop relevant, relatable, and engaging stories for the intended audience, 

considering their interests, backgrounds, and learning objectives. 

o Adapt the storytelling approach to suit the context and format of the learning 

environment, whether in-person presentations, online videos, or written materials. 

2. Narrative Structure and Delivery 

o Craft stories with clear narrative structures, including exposition, rising action, climax, 

and resolution, to create suspense and maintain audience engagement. 

o Use vivid imagery, descriptive language, and sensory details to bring the story to life 

and evoke emotional responses from the audience. 

o Employ storytelling techniques such as character development, dialogue, and plot 

twists to captivate listeners' attention and hold their interest throughout the narrative. 

3. Reflection and Discussion 

o Facilitate reflection and discussion following the storytelling session, inviting 

participants to share their thoughts, reactions, and insights inspired by the story. 

o Encourage critical thinking and analysis by exploring themes, messages, and lessons 

embedded within the story and their relevance to real-world situations. 

o Provide opportunities for participants to relate the story to their own experiences, 

challenges, and aspirations, fostering personal connection and meaning-making. 

6.2.6 Assessment 

• Evaluation of participants' engagement, emotional response, and comprehension of the 

material presented through storytelling. 

• Assessment of the effectiveness of storytelling in achieving its learning objectives, including 

its impact on participants' attitudes, behaviours, and knowledge retention. 

• Feedback from participants on their experiences with the storytelling session, including 

perceived strengths, areas for improvement, and suggestions for future stories. 

6.2.7 Adaptations and Differentiation 

• Tailor stories to meet participants' specific needs, interests, and learning styles, ensuring 

they resonate with diverse audiences and contexts. 

• Provide options for participants to engage with stories through different modalities, such as 

audio recordings, visual presentations, or interactive storytelling activities. 

• Offer follow-up activities or discussions that allow participants to explore the themes and 

messages of the stories in greater depth and apply them to their own experiences and 

challenges. 
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6.2.8 Conclusion 

Storytelling offers a unique and engaging methodology for facilitating learning, communication, and 

personal development in a corporate environment. By harnessing the power of narrative, adult learners 

can connect with the material on a deeper level, fostering empathy, understanding, and inspiration for 

positive change and growth. 

6.2.9 Note for Facilitators 

• Cultivate a storytelling culture within the organisation, encouraging employees to share their 

stories and experiences to foster connection and community. 

• Provide support and resources for participants interested in honing their storytelling skills, 

including workshops, coaching, and feedback sessions. 

• Continuously seek out new and diverse stories to incorporate into learning experiences, 

keeping content fresh, relevant, and engaging for participants. 

 

6.3 Contribution from Experts 

6.3.1 Introduction 

The "Contribution from Experts" methodology involves leveraging the expertise and knowledge of 

subject matter specialists to support learning, problem-solving, and decision-making within an 

organisation. These experts possess profound domain knowledge, experience, and insights that can 

provide valuable guidance and support to individuals or teams seeking to address specific challenges 

or opportunities. 

6.3.2 Goals 

• Access specialised knowledge and expertise to support the organisation's learning, 

problem-solving, and decision-making processes. 

• Facilitate collaboration and knowledge sharing between subject matter experts and 

learners, fostering a culture of continuous learning and improvement. 

• Provide timely and relevant guidance, advice, and recommendations to individuals or teams 

seeking assistance on specific topics or projects. 

• Enhance organisational capabilities and performance by leveraging external expertise to 

address complex challenges and capitalise on emerging opportunities. 

6.3.3 Target Audience 

 Adult learners, project teams, or decision-makers seek expert guidance, advice, or support on specific 

topics, projects, or initiatives. 

6.3.4 Duration 

It varies depending on the nature and scope of the expertise sought and the required support level. 

Expert consultations may range from short-term interactions to long-term partnerships or advisory 

engagements. 
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6.3.5 Methodology 

1. Nee’s Assessment and Request 

o Identify the specific knowledge or expertise needed to address a particular challenge, 

opportunity, or project within the organisation. 

o Submit a request for expert assistance, outlining the consultation or engagement's 

Goals, scope, and desired outcomes. 

2. Expert Matching and Engagement  

o Identify and engage subject matter experts with relevant knowledge, experience, and 

expertise to address the specific needs of the request. 

o Facilitate communication and coordination between the requesting party and the 

selected expert(s), clarifying expectations and Goals for the engagement. 

3. Consultation and Collaboration 

o Conduct consultations or meetings between the requesting party and the expert(s) to 

discuss the specific challenges, opportunities, or questions. 

o Collaborate with the expert(s) to explore potential solutions, strategies, or 

recommendations based on their expertise and insights. 

o Develop actionable recommendations, advice, or guidance based on the insights and 

expertise shared during the consultation. 

o Create an action plan outlining the steps, resources, and timelines required to 

implement the recommended strategies or solutions. 

6.3.6 Assessment 

• Evaluation of the effectiveness and impact of the expert consultation or engagement in 

addressing the specific challenges, opportunities, or questions identified. 

• Assessment of stakeholders' satisfaction with the expertise provided, including the 

relevance, quality, and usefulness of the recommendations or advice offered. 

• Feedback from participants on their experiences with the expert consultation process, 

including perceived strengths, areas for improvement, and suggestions for future 

engagements. 

6.3.7 Adaptations and Differentiation 

• Tailor expert consultations to meet the requesting party's specific needs, Goals, and 

preferences, ensuring that recommendations are relevant and actionable. 

• Provide options for different types of expert engagements or consultations, including one-

on-one meetings, group discussions, or advisory panels, based on the complexity and 

scope of the request. 

• Offer ongoing support and follow-up to ensure the successful implementation and execution 

of recommended strategies or solutions. 
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6.3.8 Conclusion 

The "Contribution from Experts" methodology is valuable for organisations seeking specialised 

knowledge, insights, and guidance to address complex challenges and opportunities. By tapping into 

the expertise of subject matter specialists, organisations can enhance their capabilities, performance, 

and competitiveness in a rapidly evolving business landscape. 

6.3.9 Note for Facilitators 

• Facilitate communication and collaboration between requesting parties and subject matter 

experts, ensuring clarity, transparency, and alignment throughout the engagement process. 

• Provide support and resources for consultation experts, including access to relevant 

information, tools, and technology to facilitate their contributions. 

• Foster a culture of knowledge sharing and collaboration within the organisation, 

encouraging stakeholders to seek out and leverage expertise from diverse sources to drive 

innovation and excellence. 

 

6.4 Formative Molecules 

6.4.1 Introduction 

Formative Molecules is a pedagogical approach designed to break down complex concepts into smaller, 

digestible units akin to molecules in chemistry. It aims to facilitate understanding and retention by 

providing learners with bitesize information chunks that can be easily comprehended and synthesised. 

6.4.2 Goals 

• Break down complex concepts into manageable units. 

• Facilitate understanding and retention of key information. 

• Encourage active engagement and participation in the learning process. 

• Foster critical thinking and synthesis of information. 

6.4.3 Target Audience 

Adult learners in a corporate setting seek to enhance their understanding of complex topics relevant to 

their profession. 

6.4.4 Duration 

Flexible, depending on the complexity of the topic and the depth of understanding desired. 

6.4.5 Methodology 

1. Introduction to Formative Molecules 

o Explanation of the concept and its benefits in learning. 

o Overview of how complex topics will be broken down into smaller units. 

2. Molecule Formation  

o Presentation of a complex concept or topic. 

o Breakdown of the concept into smaller, interconnected units (molecules). 
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o Explanation of each molecule with examples and illustrations. 

3. Interactive Activities 

o Engage learners in concept mapping, group discussions, or case studies about the 

molecules presented. 

o Encourage learners to apply their understanding to real-world scenarios. 

4. Reflection and Synthesis 

o Facilitate reflection on the connections between the molecules and their overall 

understanding of the topic. 

o Encourage learners to synthesise the information and draw conclusions. 

6.4.6 Assessment 

• Formative assessment through participation in interactive activities and discussions. 

• Optional quizzes or knowledge checks to gauge understanding of the molecules presented. 

6.4.7 Adaptations and Differentiation 

• Provide additional resources or supplementary materials for learners who require further 

support. 

• Offer opportunities for individual or group consultations for personalised assistance. 

6.4.8 Conclusion 

Formative Molecules provides a structured approach to learning complex topics, allowing adult learners 

to deepen their understanding through bite-sized units in a corporate setting. By breaking down 

information into manageable chunks, learners can enhance their comprehension, retention, and 

application of key concepts in their professional roles. 

6.4.9 Note for Facilitators 

• Ensure clear communication and provide ample opportunities for interaction and 

engagement. 

• Encourage learners to ask questions and seek clarification on any aspect of the content. 

• Flexibility is key; adapt the pace and level of complexity to meet the needs of diverse 

learners within the corporate environment. 

 

6.5 Multimedia Learning 

6.5.1 Introduction 

Multimedia learning is a mode of content transfer and acquisition that presents information in multiple 

presentation formats, utilising both verbal and graphic materials (e.g., video, audio, illustrative material). 

This method of knowledge transfer is particularly effective as it accelerates the process of acquiring 

concepts and ideas, contributing more to the construction of knowledge rather than the mere mnemonic 

transfer of information. 

This approach involves the integration of various media formats, such as text, images, audio, and video, 

to enhance the learning experience. It capitalises on the principles of dual coding theory and cognitive 
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load theory to optimise information processing and retention among learners. By presenting information 

through diverse modalities, multimedia learning caters to different learning styles and preferences, 

allowing learners to engage with the material more deeply and comprehensively. 

Multimedia learning facilitates knowledge acquisition and promotes the development of critical thinking 

skills and problem-solving abilities. Through interactive elements and dynamic presentations, learners 

are encouraged to engage with the content actively, making connections and associations that enhance 

understanding and long-term retention. Additionally, multimedia learning can be adapted to various 

educational contexts and settings, including traditional classrooms, online courses, and self-paced 

learning modules. 

By leveraging multimedia learning principles, educators can create engaging and effective learning 

experiences that foster deeper comprehension, retention, and application of knowledge across diverse 

learner populations. 

6.5.2 Goals 

• Enhance comprehension and retention using multiple sensory channels. 

• Cater to diverse learning preferences and styles. 

• Foster engagement and motivation through interactive and visually stimulating content. 

• Facilitate a deeper understanding of complex concepts through dynamic presentations. 

6.5.3 Target Audience 

Adult learners in a corporate setting seek to enhance their understanding of complex topics relevant to 

their profession. 

6.5.4 Duration 

Varies depending on the depth and breadth of the content covered. Multimedia learning sessions range 

from brief presentations to extended workshops or online courses. 

6.5.5 Methodology 

1. Introduction to Multimedia Learning 

o Overview of the benefits and principles of multimedia learning. 

o Explain how different media formats can be effectively integrated to enhance learning 

outcomes. 

2. Interactive Multimedia Presentations  

o Use multimedia presentations incorporating text, images, audio, and video elements. 

o Integration of interactive features such as quizzes, simulations, or clickable content for 

active engagement. 

3. Hands-on Activities 

o Application-oriented exercises or simulations to reinforce learning. 

o Opportunities for learners to interact with multimedia content and practice newly 

acquired skills. 
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4. Reflection and Synthesis 

o Facilitate reflection on the effectiveness of multimedia learning in enhancing 

understanding and retention. 

o Encourage learners to discuss their experiences and insights gained from the 

multimedia content. 

6.5.6 Assessment 

• Formative assessment through participation in interactive activities and discussions. 

• Evaluation of comprehension and application of concepts demonstrated through multimedia 

projects or presentations. 

6.5.7 Adaptations and Differentiation 

• Provide transcripts or captions for multimedia content to accommodate learners with 

hearing impairments. 

• Offer alternative formats or supplementary materials for learners who may prefer textual or 

auditory learning modalities. 

6.5.8 Conclusion 

Multimedia learning offers a dynamic and engaging approach to adult education in a corporate context, 

leveraging the power of various media formats to enhance comprehension, retention, and application of 

knowledge and skills. Multimedia learning can effectively support professional development and 

workplace training initiatives by incorporating interactive elements and catering to diverse learning 

preferences. 

6.5.9 Note for Facilitators 

• Ensure accessibility of multimedia content for all learners, including those with diverse 

learning needs. 

• Encourage active participation and provide opportunities for learners to explore and interact 

with multimedia resources. 

• Continuously assess the effectiveness of multimedia learning strategies and adjust as 

needed to optimise learning outcomes. 

6.6 Self-Reading 

6.6.1 Introduction 

Self-Reading is a learner-centred methodology that empowers individuals to take ownership of their 

learning through independent reading and exploration. It encourages self-directed inquiry, critical 

thinking, and deep engagement with texts relevant to their professional development. This approach 

involves offline consumption, typically performed individually, of introductory/in-depth material that 

complements what is presented in other interactive moments. By engaging in self-reading activities, 

learners can delve deeper into topics of interest, supplementing their understanding and broadening 

their perspectives through independent study. This method fosters autonomy and self-motivation, 

allowing learners to tailor their learning experience to their unique needs and interests. 
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6.6.2 Goals 

• Cultivate a habit of lifelong learning and self-improvement. 

• Develop critical reading and analytical skills. 

• Expand knowledge and expertise in specific areas of interest or relevance to one's 

profession. 

• Foster autonomy and self-motivation in learning. 

6.6.3 Target Audience 

Adult learners in a corporate setting seek opportunities for self-directed professional development and 

skill enhancement through reading. 

6.6.4 Duration 

Flexible and self-paced, allowing individuals to allocate time according to their schedules and learning 

preferences. Self-reading initiatives can range from short-term reading assignments to ongoing reading 

programs. 

6.6.5 Methodology 

1. Introduction to Self-Reading 

o Explanation of the benefits and importance of self-directed learning through reading. 

o Introduction to resources and strategies for effective self-reading, including selecting 

appropriate materials and notetaking techniques. 

2. Reading Selection and Exploration  

o Identification of actionable insights or ideas derived from the reading materials. 

o Development of personalised action plans to apply newfound knowledge and skills in 

the workplace or professional context. 

3. Reflection and Synthesis 

o Integration of reflective practices to deepen understanding and promote critical thinking. 

o Encourage learners to engage in discussions, journaling, or online forums to share 

insights and exchange perspectives with peers. 

4. Application and Action Planning 

o Identification of actionable insights or ideas derived from the reading materials. 

o Development of personalised action plans to apply newfound knowledge and skills in 

the workplace or professional context. 

6.6.6 Assessment 

• Self-assessment through reflection on the impact of self-reading on knowledge acquisition 

and skill development. 

• Optional opportunities for learners to share their learnings and achievements with peers or 

mentors. 
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6.6.7 Adaptations and Differentiation 

• Provide guidance and support in selecting reading materials tailored to individual learning 

goals and preferences. 

• Offer supplementary resources such as summaries, discussion guides, or multimedia 

content to enhance comprehension and engagement. 

6.6.8 Conclusion 

Self-reading offers a flexible and personalised approach to professional development, enabling adult 

learners in a corporate environment to expand their knowledge, skills, and expertise through 

independent reading and inquiry. By fostering autonomy, critical thinking, and reflection, self-reading 

empowers individuals to take charge of their learning journey and thrive in their careers. 

6.6.9 Note for Facilitators 

• Encourage a culture of continuous learning and self-improvement within the organisation. 

• Provide access to various resources and support systems to facilitate self-directed learning 

initiatives. 

• Celebrate and recognise the achievements and contributions of individuals engaged in self-

reading activities. 

 

6.7 Nudging 

6.7.1 Introduction 

The Nudging Methodology provides a framework for educators, trainers, and instructional designers to 

incorporate principles of nudging into educational settings. Nudging, rooted in behavioural economics, 

involves designing interventions that subtly influence individuals' decisions and behaviours to achieve 

desired outcomes without imposing mandates or restrictions. 

6.7.2 Goals 

• To understand the principles of nudging and their application in educational contexts. 

• To explore practical strategies for designing and implementing nudges to enhance learning, 

engagement, and behaviour change.  

• To equip educators and trainers with the skills to create effective nudging interventions that 

promote positive learning outcomes.  

• To foster critical thinking and ethical considerations in using nudges for educational 

purposes. 

6.7.3 Target Audience 

The Nudging Methodology suits educators, trainers, instructional designers, learning experience 

designers, behaviour change specialists, and anyone involved in designing learning experiences to 

influence behaviour and promote positive outcomes. 
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6.7.4 Duration 

The duration of the Nudging Methodology workshop may vary based on the format and depth of 

coverage. Depending on the learning objectives and content covered, it could range from a half-day 

session to a multi-day workshop. 

6.7.5 Methodology 

1. Understanding Nudging Principles 

o Introduction to behavioural economics concepts underpinning nudging. 

o Exploration of key principles such as choice architecture, defaults, framing, and social 

norms. 

2. Designing Nudges for Education 

o Strategies for identifying opportunities to apply nudges in educational contexts. 

o Techniques for designing nudges that promote learning, motivation, and engagement. 

3. Implementing Nudging Interventions 

o Practical considerations for implementing nudges in learning environments. 

o Tips for integrating nudges seamlessly into instructional materials and activities. 

4. Evaluating Nudging Effectiveness 

o Methods for assessing the impact of nudging interventions on learning outcomes. 

o Considerations for measuring behavioural changes and learner engagement. 

5. Ethical Considerations in Nudging 

o Discussion on ethical implications of using nudges in education. 

o Guidelines for ensuring nudges respect learners' autonomy and decision-making. 

 

6.7.6 Assessment 

• Completion of design exercises and case studies demonstrating the application of nudging 

principles. • Participation in discussions and group activities exploring real-world nudging 

scenarios. • Evaluation of a final project or proposal outlining a nudge-based intervention 

for an educational setting. 

6.7.7 Adaptations and Differentiation 

• Tailoring nudging strategies to suit the specific needs and preferences of learners.  

• Adapting nudges based on feedback and ongoing assessment to optimise their 

effectiveness.  

• Incorporating diverse perspectives and insights into the design and implementation of 

nudging interventions. 
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6.7.8 Conclusion 

The Nudging Methodology equips educators and trainers with valuable insights and practical tools to 

leverage nudging techniques effectively in educational contexts. By applying nudging principles 

thoughtfully and ethically, practitioners can create learning environments that motivate learners, facilitate 

engagement, and drive positive behavioural changes. 

6.7.9 Note for Facilitators 

• Facilitators should encourage active participation and collaboration among participants 

throughout the workshop. Provide opportunities for hands-on practice and feedback to 

reinforce learning and skill development. Emphasise the importance of ethical 

considerations and learner autonomy in designing and implementing nudging interventions. 

 

7 Annex 2 - Interactive Learning 

7.1 Presentation 

7.1.1 Introduction 

Presentations are widely used for delivering information, concepts, or ideas to an audience. Whether in 

person or virtual, presentations aim to engage learners through visual and auditory means, facilitating 

comprehension and retention of essential content. This is the process through which a professional or 

a group of professionals present the content of a specific topic to an audience. When viewed as an 

educational activity, it is not only performed by the teacher but also by the learners. It requires a logical 

structuring of the topics and a high level of interaction with the audience. Therefore, it represents an 

exciting moment of synthesis in the context of group work, for example. A multimedia presentation can 

also be an effective means of interaction with groups of people, even if they are not physically in the 

exact location. By integrating multimedia elements such as images, videos, and interactive slides, 

presenters can create engaging and interactive learning experiences that promote understanding and 

participation among learners. 

7.1.2 Goals 

• Communicate information or concepts effectively to the audience. 

• Engage learners through visual aids, storytelling, and interactive elements. 

• Facilitate understanding and retention of essential content. 

• Encourage discussion, reflection, and application of the presented material. 

7.1.3 Target Audience 

Adult learners in a corporate setting seek to acquire new knowledge, skills, or insights through engaging 

presentations. 

7.1.4 Duration 

Varies depending on the complexity of the topic and the depth of content covered. Presentations can 

range from brief overviews to in-depth seminars or workshops. 
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7.1.5 Methodology 

1. Preparation 

o Identify learning Goals and critical messages to be conveyed. 

o Develop engaging visual aids like slides, videos, or infographics. 

o Practice delivery to ensure clarity, pacing, and engagement. 

2. Delivery  

o Capture the audience's attention with a compelling opening. 

o Present information clearly and organised, using visuals to enhance understanding. 

o Encourage audience interaction through questions, polls, or discussion prompts. 

3. Discussion and Q&A 

o Facilitate discussion or Q&A sessions to address learner questions and deepen 

understanding. 

o Encourage reflection on how the presented material relates to learners' experiences or 

roles. 

4. Follow-up 

o Provide additional resources or opportunities for further exploration of the topic. 

o Collect feedback to assess the presentation's effectiveness and identify areas for 

improvement. 

7.1.6 Assessment 

• Informal assessment through audience engagement and participation during the 

presentation. 

• Evaluation of comprehension and application of key concepts through follow-up activities or 

assessments. 

7.1.7 Adaptations and Differentiation 

• Tailor content and delivery to the specific needs and interests of the audience. 

• Provide accessible materials and accommodations for learners with diverse learning styles 

or needs. 

7.1.8 Conclusion 

Presentations offer a dynamic and interactive way to deliver information and engage learners in a 

corporate learning environment. By leveraging visual aids, storytelling, and audience interaction, 

presentations can effectively communicate key concepts, facilitate understanding, and inspire action. 
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7.1.9 Note for Facilitators 

• Customize presentations to align with learners' prior knowledge and learning Goals. 

• Encourage active participation and interaction throughout the presentation to enhance 

engagement and retention. 

• Solicit feedback from learners to improve presentation skills and content delivery 

continuously. 

 

7.2 Assignment 

7.2.1 Introduction 

Assignments are tasks or projects given to learners to complete independently or collaboratively. They 

provide opportunities for learners to apply knowledge, develop skills, and demonstrate an understanding 

of course material in a real-world context. It is a learning method based on assigning participants tasks 

to be carried out independently or in groups outside the classroom setting. Assignments can be 

supported by simulators and remote teamwork interaction tools, enabling learners to engage in hands-

on activities and collaborative projects that enhance their learning experience beyond traditional 

classroom boundaries. 

7.2.2 Goals 

• Apply knowledge and skills to solve problems or complete tasks. 

• Promote critical thinking, creativity, and independent learning. 

• Develop time management and organisational skills. 

• Foster collaboration and communication among learners. 

7.2.3 Target Audience 

In a corporate setting, adult learners seek to deepen their understanding and apply new skills through 

practical assignments. 

7.2.4 Duration 

It varies depending on the complexity of the assignment and the time allotted for completion. 

Assignments may range from short-term tasks to long-term projects. 

7.2.5 Methodology 

1. Assignment Design 

o Clearly define the Goals, instructions, and expectations for the assignment. 

o Align the assignment with learning Goals and desired outcomes. 

o Provide relevant resources and guidelines to support learners. 

2. Assignment Delivery  

o Distribute the assignment instructions and materials to learners. 

o Clarify any questions or concerns regarding the assignment. 

o Set deadlines and milestones to keep learners on track. 
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3. Work Progress 

o Encourage learners to engage with the assignment and seek clarification as needed. 

o Provide feedback and guidance to support learners' progress. 

o Facilitate collaboration and peer feedback where applicable. 

4. Submission and Evaluation 

o Collect completed assignments according to the established deadlines. 

o Evaluate learners' submissions based on predefined criteria. 

o Provide constructive feedback to reinforce strengths and address areas for 

improvement. 

7.2.6 Assessment 

• Evaluation of completed assignments based on predetermined criteria. 

• Feedback on learners' performance, including strengths and areas for improvement. 

• Optional self-assessment or peer evaluation to promote reflection and collaboration. 

7.2.7 Adaptations and Differentiation 

• Offer alternative assignment formats or prompts to accommodate diverse learning 

preferences and needs. 

• Provide additional support or resources for learners who may require assistance with 

assignment completion. 

7.2.8 Conclusion 

Assignments are valuable for promoting active learning and skill development in a corporate learning 

environment. By engaging learners in real-world tasks and projects, assignments facilitate the 

application of knowledge and the acquisition of practical skills essential for success in the workplace.   

7.2.9 Note for Facilitators 

• communicate assignment expectations and deadlines to learners. 

• Provide ongoing support and feedback to ensure learners' success. 

• Encourage reflection on the learning process and the application of newly acquired skills in 

the workplace. 

 

7.3 Gamification 

7.3.1 Introduction 

Gamification is a methodology that applies game design principles and mechanics to nongame contexts, 

such as learning environments, to enhance engagement, motivation, and learning outcomes. By 

incorporating elements like points, levels, badges, and leaderboards, gamification transforms learning 

experiences into interactive and immersive challenges. 

This methodology uses typical game dynamics (points, levels, rewards, badges, gifts, and status) to 

create community, engagement, and loyalty among people (course participants, company clients, 

prospects, etc.). The playful component is widely used in training activities as it can enhance the learning 
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process. It is also an essential methodological component in customer relationship management 

processes, serving as a tool to promote engagement and loyalty among customers and partners. 

7.3.2 Goals 

• Increase learner engagement and motivation. 

• Reinforce learning Goals through interactive and enjoyable activities. 

• Foster a sense of achievement and progression. 

• Encourage collaboration, competition, and social interaction among learners. 

7.3.3 Target Audience 

Adult learners in a corporate setting seek to enhance their skills, knowledge, and performance through 

engaging gamified experiences. 

7.3.4 Duration 

Varies depending on the nature and complexity of the gamified activities. Gamification can be 

implemented as short-term challenges, ongoing campaigns, or integrated into longer-term learning 

programs. 

7.3.5 Methodology 

1. Game Design 

o Define learning Goals and identify game elements that align with desired outcomes. 

o Design engaging narratives, challenges, and progression paths to motivate learners. 

o Integrate feedback mechanisms to provide real-time performance feedback and 

encourage continuous improvement. 

2. Game Mechanics  

o Implement game mechanics such as points, levels, badges, and leaderboards to 

incentivise participation and reward achievement. 

o Incorporate choice, exploration, and strategy elements to provide meaningful learning 

experiences. 

o Balance difficulty levels to maintain learner engagement and challenge. 

3. Engagement Strategies 

o Create opportunities for social interaction and collaboration through multiplayer 

challenges or team-based activities. 

o Encourage competition and friendly rivalry to drive participation and performance. 

o Provide incentives and rewards to recognise accomplishments and encourage 

continued engagement. 

4. Feedback and Progression 

o Provide regular feedback on learners' progress and performance. 

o Offer opportunities for reflection and self-assessment to reinforce learning and skill 

development. 
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o Adjust game elements and challenges based on learner feedback and performance 

data to optimise engagement and effectiveness. 

7.3.6 Assessment 

• Evaluation of learner performance and progress based on achievement of game objectives 

and completion of challenges. 

• Monitoring engagement metrics such as participation, completion, and leaderboard 

rankings. 

• Feedback from learners on their experiences and perceptions of the gamified activities. 

7.3.7 Adaptations and Differentiation 

• Tailor gamified experiences to the interests, preferences, and learning needs of individual 

learners or groups. 

• Provide options for learners to customise their experiences or choose from various 

challenges or activities. 

• Offer support and accommodations for learners needing additional assistance or 

modifications to engage with the gamified content fully. 

7.3.8 Conclusion 

Gamification offers a dynamic and interactive approach to learning in a corporate setting, leveraging 

game design principles to enhance engagement, motivation, and learning outcomes. By transforming 

learning experiences into immersive challenges, gamification empowers learners to achieve their goals 

and develop new skills in a fun and rewarding way.   

7.3.9 Note for Facilitators 

• Provide clear instructions and guidance on how to participate in gamified activities. 

• Foster a supportive and inclusive environment where all learners feel encouraged to 

participate and contribute. 

• Continuously monitor and assess the effectiveness of gamified experiences, adjusting as 

needed to optimise engagement and learning outcomes. 

7.4 Role Playing 

7.4.1 Introduction 

Role-playing is a dynamic methodology that immerses learners in simulated scenarios where they 

assume specific roles and engage in interactive, real-world situations. It involves simulating a situation 

where the participants enact specific roles (e.g., the client and the provider during a sales training 

session) to stimulate reflections on the dynamics emerging from the experience, applying methods and 

techniques initially introduced in a theoretical context. 

The described roles are generic and allow a certain degree of freedom in interpretation. This technique 

is effective as it facilitates deep learning through personal experience. Learners embody different 

characters or personas, allowing them to explore diverse perspectives, develop empathy, and practice 

problem-solving skills in a safe and controlled environment. 
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It is challenging to export this technique outside the actual learning process since it is closely tied to an 

almost theatrical representation, and its effectiveness depends on the presence of an instructor capable 

of critically reviewing the behaviours exhibited. 

7.4.2 Goals 

• Foster empathy and understanding by experiencing different perspectives and viewpoints. 

• Develop communication, negotiation, and conflict resolution skills through interactive 

roleplaying activities. 

• Encourage creative thinking and problem-solving in realistic scenarios relevant to the 

learners' roles and responsibilities. 

• Enhance decision-making skills and build confidence in handling challenging situations. 

7.4.3 Target Audience 

Through experiential learning, adult learners in a corporate environment seek to enhance their 

interpersonal skills, leadership abilities, and decision-making capabilities. 

7.4.4 Duration 

Varies depending on the complexity of the scenario and the depth of exploration desired. Roleplaying 

activities range from short, focused exercises to extended simulations or scenarios. 

7.4.5 Methodology 

1. Scenario Design 

o Identify relevant scenarios or situations that align with learning Goals and the learners' 

roles. 

o Develop clear instructions, roles, and Goals for each participant. 

o Provide background information and context to set the stage for the roleplaying activity. 

2. Role Assignment  

o Assign roles to participants based on the scenario requirements and learning goals. 

o Encourage participants to fully immerse themselves in their assigned roles and adopt 

the perspectives and behaviours of their characters. 

3. Simulation and Interaction 

o Facilitate the roleplaying activity, allowing participants to interact with each other and 

respond to the scenario dynamics. 

o Provide guidance and support to keep the simulation on track and address any 

challenges or conflicts. 

4. Debrief and Reflection 

o Facilitate a debriefing session after the roleplaying activity to reflect on the experience 

and outcomes. 

o Encourage participants to share insights, lessons learned, and strategies for 

improvement. 



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 58 

 

o Discuss key takeaways and how they can be applied to real-world situations in the 

workplace. 

7.4.6 Assessment 

• Evaluation of participants' performance and engagement during the roleplaying activity, 

focusing on communication, problem-solving, and collaboration skills. 

• Feedback from participants on their experiences and insights gained from the roleplaying 

exercise. 

• Optional self-assessment or peer evaluation to promote reflection and learning. 

7.4.7 Adaptations and Differentiation 

• Tailor roleplaying scenarios to the specific needs and interests of different learner groups or 

departments within the organisation. 

• Provide additional guidance or support for participants who may be less familiar or 

comfortable with roleplaying activities. 

• Offer opportunities for participants to rotate roles or revisit scenarios to deepen their learning 

and skill development. 

7.4.8 Conclusion 

Role-playing offers a powerful experiential learning experience that allows adult learners in a corporate 

setting to explore and practice interpersonal skills, decision-making abilities, and problem-solving 

strategies in a simulated environment. Participants can gain valuable insights and build confidence in 

their professional capabilities by stepping into different roles and engaging in realistic scenarios.   

7.4.9 Note for Facilitators 

• Create a supportive and inclusive environment that encourages participation and 

collaboration among participants. 

• Provide clear instructions and guidance to ensure participants understand their roles and 

Goals in the roleplaying activity. 

• Foster reflection and discussion during the debriefing session to maximise the learning 

outcomes and transferability of skills to real-world contexts. 

 

7.5 Experimentation 

7.5.1 Introduction 

Experimentation is a hands-on methodology that encourages learners to explore, test, and iterate on 

ideas, concepts, and solutions in a controlled environment. By engaging in practical experiments and 

real-world applications, learners can gain valuable insights, problem-solving skills, and innovation 

capabilities. 

It involves directly 'trying out' the content presented theoretically by the instructor. This can be done 

through simulators and by using augmented reality to enable, for example, hands-on manipulation 

activities. Learners actively participate in experiments and real-world applications, allowing them to 
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apply theoretical knowledge in practical settings and gain firsthand experience in problem-solving and 

innovation. 

Experimentation provides a dynamic and interactive learning experience where hands-on activities allow 

learners to explore, discover, and learn. By encouraging experimentation, educators empower learners 

to become active agents in their learning journey, fostering curiosity, creativity, and critical thinking skills. 

7.5.2 Goals 

• Foster a culture of innovation and creativity by encouraging experimentation and 

exploration. 

• Develop critical thinking, problem-solving, and analytical skills through hands-on activities. 

• Encourage risk-taking and resilience in the face of uncertainty and failure. 

• Promote continuous learning and improvement through iterative experimentation and 

reflection. 

7.5.3 Target Audience 

Through experiential learning, adult learners in a corporate environment seek to enhance their 

interpersonal skills, leadership abilities, and decision-making capabilities. 

7.5.4 Duration 

Varies depending on the nature and scope of the experiments. Experimentation activities range from 

short-term prototypes or simulations to long-term projects or initiatives. 

7.5.5 Methodology 

1. Identify Goals and Hypotheses 

o Define clear Goals and research questions for the experimentation process. 

o Formulate hypotheses or predictions to test through the experiments. 

2. Design and Conduct Experiments  

o Assign roles to participants based on the scenario requirements and learning goals. 

o Encourage participants to fully immerse themselves in their assigned roles and adopt 

the perspectives and behaviours of their characters. 

3. Analysis and Interpretation 

o Analyse experimental results to draw conclusions and insights. 

o Interpret findings in the context of the original Goals and hypotheses. 

o Identify patterns, trends, or areas for further investigation. 

4. Reflection and Iteration 

o Reflect on the experimentation process and outcomes, considering successes, 

challenges, and lessons learned. 

o Iterate ideas, concepts, or solutions based on feedback and insights gained from the 

experiments. 

o Incorporate learnings into future experimentation activities or applications. 

  



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 60 

 

7.5.6 Assessment 

• Evaluation of participants' ability to effectively design, conduct, and analyse experiments. 

• Assessment of critical thinking, problem-solving, and innovation skills demonstrated through 

experimentation. 

• Feedback from participants on their experiences, learnings, and areas for improvement. 

7.5.7 Adaptations and Differentiation 

• Tailor experimentation activities to participants' specific needs, interests, and skill levels. 

• Provide support and guidance for participants who may be less familiar or comfortable with 

the experimentation process. 

• Offer opportunities for collaboration and peer learning to enhance the experimentation 

experience. 

7.5.8 Conclusion 

Experimentation offers a powerful methodology for adult learners in a corporate setting to develop their 

innovation mindset, problem-solving abilities, and adaptability through hands-on exploration and 

discovery. Participants can gain valuable insights and drive meaningful change and innovation within 

their organisations by engaging in practical experiments and iterative learning cycles.   

7.5.9 Note for Facilitators 

• Create a supportive and collaborative environment encouraging participants to take risks 

and explore new ideas. 

• Provide guidance and resources to support participants throughout the experimentation 

process, from planning and design to analysis and reflection. 

• Foster a continuous learning and improvement culture by celebrating successes and 

embracing failures as opportunities for growth and innovation. 

 

7.6 Coaching 

7.6.1 Introduction 

Coaching is a personalised methodology that focuses on supporting individuals in achieving their goals, 

maximising their potential, and overcoming challenges through guided conversations, feedback, and 

reflective practice. In corporate learning, coaching provides learners one-on-one support and guidance 

to enhance their professional development and performance. It is a personalised one-to-one training 

method that allows a professional to undergo inner transformation to achieve personal and professional 

goals. 

Through a personal relationship with a coach, methods and tools are provided to the professional, 

enabling them to develop and refine their goals and improve their effectiveness in achieving them. 

Coaches engage in guided conversations, provide constructive feedback, and encourage reflective 

practice to help learners identify strengths, areas for growth, and actionable steps toward their 

objectives. By fostering self-awareness, accountability, and continuous learning, coaching empowers 

individuals to unlock their full potential and achieve success in their personal and professional lives. 
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7.6.2 Goals 

• Provide personalised support and guidance to help individuals achieve their learning and 

development goals. 

• Enhance self-awareness, confidence, and resilience through reflective practice and 

feedback. 

• Develop specific skills, competencies, and behaviours aligned with organisational goals and 

individual career aspirations. 

• Foster a culture of continuous learning, growth, and accountability within the organisation. 

7.6.3 Target Audience 

Adult learners seek personalised support and guidance in a corporate setting to enhance their 

professional development, leadership abilities, and performance. 

7.6.4 Duration 

Varies depending on the needs and Goals of the individual learner. Coaching sessions may range from 

short-term interventions to ongoing engagements over an extended period. 

7.6.5 Methodology 

1. Goal Setting and Assessment 

o Collaboratively establish clear, achievable goals and Goals for the coaching 

engagement. 

o Conduct assessments, such as self-assessments or 360-degree feedback, to identify 

strengths, development areas, and growth opportunities. 

2. Coaching Sessions  

o Schedule regular one-on-one coaching sessions to discuss progress, challenges, and 

action plans. 

o Provide a supportive and confidential space for open dialogue, reflection, and 

exploration of ideas and solutions. 

o Offer feedback, insights, and strategies to help learners overcome obstacles and 

achieve their goals. 

3. Skill Development and Practice 

o Identify specific skills, competencies, or behaviours to focus on during coaching 

sessions. 

o Collaborate on action plans and strategies for skill development and practice. 

o Assign homework or experiential learning activities to reinforce learning and encourage 

application in real-world scenarios. 

4. Accountability and Follow-up 

o Hold the learner accountable for commitments and actions agreed upon during 

coaching sessions. 

o Conduct regular check-ins to monitor progress, provide support, and adjust strategies. 

o Celebrate achievements and milestones reached along the coaching journey. 
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7.6.6 Assessment 

• Tailor coaching approaches and techniques to the learner's individual learning styles, 

preferences, and developmental needs. 

• Offer flexible scheduling and delivery options to accommodate the availability and 

preferences of both the learner and the coach. 

• Provide additional resources or support services, such as mentoring or peer coaching, to 

complement the coaching experience and maximise learning outcomes. 

7.6.7 Adaptations and Differentiation 

• Tailor coaching approaches and techniques to the learner's individual learning styles, 

preferences, and developmental needs. 

• Offer flexible scheduling and delivery options to accommodate the availability and 

preferences of both the learner and the coach. 

• Provide additional resources or support services, such as mentoring or peer coaching, to 

complement the coaching experience and maximise learning outcomes. 

7.6.8 Conclusion 

Coaching offers a personalised and supportive approach to professional development and performance 

improvement in a corporate learning context. Coaching empowers learners to achieve their goals, unlock 

their full potential, and drive meaningful results within their organisations by providing individualised 

support, guidance, and feedback.   

7.6.9 Note for Facilitators 

• Establish trust and rapport with the learner to create a safe and supportive coaching 

environment. 

• Listen to the learner's needs, concerns, and aspirations and tailor coaching interventions 

accordingly. 

• Continuously assess and adapt coaching strategies and techniques to maximise 

effectiveness and relevance to the learner's goals and objectives. 

 

7.7 Problem Solving 

7.7.1 Introduction 

Problem Solving is a methodology focused on identifying, analysing, and resolving challenges or issues 

encountered in the workplace. In the context of an educational journey, this technique involves 

addressing a problem posed by the instructor by framing it, formulating a solution, making a decision, 

and implementing it. It involves systematic approaches to understanding problems, generating solutions, 

and implementing effective strategies to achieve desired outcomes. 

Problem-solving could be effectively extrapolated from the educational setting to other processes, such 

as marketing, becoming an innovative way to introduce a corporate reality (solving a problem to acquire 

valuable information). Problem-solving empowers individuals and organisations to navigate complex 

situations, drive innovation, and succeed by fostering critical thinking, analytical skills, and decision-

making abilities. 
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7.7.2 Goals 

• Develop critical thinking and analytical skills to identify and define problems effectively. 

• Apply structured problem-solving methodologies to analyse root causes and develop 

solutions. 

• Enhance decision-making abilities and adaptability in response to changing circumstances. 

• Foster collaboration, creativity, and innovation in problem-solving processes. 

7.7.3 Target Audience 

Adult learners in a corporate setting seek to improve their problem-solving abilities and contribute to 

organisational success by effectively resolving challenges. 

7.7.4 Duration 

Varies depending on the complexity of the problem and the depth of analysis required. Problem-solving 

activities may range from short, focused exercises to extended projects or case studies. 

7.7.5 Methodology 

1. Problem Identification and Definition 

o Clearly define the problem statement and desired outcomes. 

o Gather relevant data and information to understand the situation comprehensively. 

o Identify any constraints, assumptions, or dependencies impacting the problem-solving 

process. 

2. Root Cause Analysis 

o Use analytical tools and techniques such as brainstorming, fishbone diagrams, or 5 

Whys to identify the root causes of the problem. 

o Explore multiple perspectives and potential contributing factors to uncover underlying 

issues. 

3. Solution Generation 

o Generate various potential solutions or strategies to address the identified problem. 

o Evaluate each solution based on feasibility, effectiveness, and alignment with 

organisational goals and constraints. 

o Encourage creativity and innovation in brainstorming and exploring alternative 

approaches. 

4. Decision Making and Implementation 

o Select the most viable solution based on the analysis and evaluation conducted. 

o Develop an action plan outlining specific steps, responsibilities, and timelines for 

implementation. 

o Monitor progress and adjust strategies as needed to address unforeseen challenges or 

changes in circumstances. 

  



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 64 

 

7.7.6 Assessment 

• Evaluation of participants' ability to effectively identify, analyse, and solve problems using 

structured methodologies. 

• Assessment of critical thinking, decision-making, and collaboration skills demonstrated 

throughout the problem-solving process. 

• Feedback from participants on the relevance, usefulness, and applicability of the problem-

solving methodologies and tools introduced. 

7.7.7 Adaptations and Differentiation 

• Tailor problem-solving activities to participants' specific needs, interests, and skill levels. 

• Provide opportunities for collaborative problem-solving exercises to foster teamwork and 

shared ownership of solutions. 

• Offer additional support or resources for participants who may require assistance with 

specific aspects of the problem-solving process. 

7.7.8 Conclusion 

Problem-solving is a fundamental skill for success in the workplace, enabling individuals to navigate 

challenges, make informed decisions, and drive continuous improvement and innovation. Participants 

can effectively identify, analyse, and resolve problems by applying structured methodologies and 

analytical techniques, contributing to organisational success and personal growth.   

7.7.9 Note for Facilitators 

• Create a supportive and collaborative environment that encourages active participation and 

engagement in problem-solving activities. 

• Provide guidance and support to participants as they navigate the problem-solving process, 

offering feedback and encouragement. 

• Encourage reflection on the problem-solving experience and lessons learned to facilitate 

continuous improvement and skill development. 

 

7.8 Workshop 

7.8.1 Introduction 

A workshop is an interactive and participatory learning methodology designed to engage learners in 

hands-on activities, group discussions, and experiential learning exercises. Workshops provide 

opportunities for skill development, knowledge sharing, and collaborative problem-solving in a dynamic 

and engaging environment. These training activities lead to practical outcomes unfolding through group 

experiences. They involve acquiring new skills through direct experience, typically culminating in 

producing a tangible result or artefact. 

Workshops are characterised by their interactive nature, allowing participants to actively engage with 

the material and each other to achieve specific learning objectives. By providing hands-on experiences 

and collaborative opportunities, workshops foster skill development, knowledge retention, and practical 

application of learning in real-world contexts. Participants leave workshops with tangible outcomes, such 
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as new skills, actionable insights, or completed projects, enhancing their learning experience and 

professional growth. 

7.8.2 Goals 

• Facilitate active learning and engagement through interactive activities and group 

discussions. 

• Develop practical skills, knowledge, and competencies relevant to participants' roles and 

responsibilities. 

• Encourage collaboration, creativity, and innovation through experiential learning 

experiences. 

• Provide a platform for networking, sharing best practices, and building community among 

participants. 

7.8.3 Target Audience 

Adult learners in a corporate setting seek to enhance their skills, knowledge, and capabilities through 

hands-on learning experiences and interactive workshops. 

7.8.4 Duration 

It varies depending on the workshop format, goals, and activities planned. Workshops may range from 

half-day sessions to multiday events, depending on the depth and breadth of content covered. 

7.8.5 Methodology 

1. Needs Assessment and Design 

o Identify learning Goals and key topics to be covered in the workshop. 

o Design interactive activities, exercises, and discussions to achieve the learning Goals. 

o Tailor content and delivery to meet the specific needs and interests of the target 

audience. 

2. Participant Engagement 

o Facilitate icebreaker activities or introductions to establish rapport and create a positive 

learning environment. 

o Engage participants in interactive exercises, simulations, case studies, or group 

discussions to explore key concepts and apply learning in real-world scenarios. 

o Encourage active participation and collaboration among participants throughout the 

workshop. 

3. Skill Development and Application 

o Provide hands-on practice and skill development opportunities through guided 

exercises and activities. 

o Offer feedback and guidance to participants as they apply new knowledge and 

techniques. 

o Foster reflection and discussion on the relevance and application of workshop content 

to participants' roles and responsibilities. 
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4. Knowledge Sharing and Networking 

o Facilitate knowledge-sharing and peer learning through group discussions, 

presentations, or sharing sessions. 

o Create opportunities for participants to connect, network, and learn from each other's 

experiences and perspectives. 

o Encourage collaboration and community building among participants to support 

ongoing learning and professional development. 

7.8.6 Assessment 

• Evaluation of participant engagement and satisfaction with the workshop experience 

through feedback surveys or evaluations. 

• Assessment of skill development and learning outcomes achieved during the workshop 

through observation, self-assessment, or performance-based assessments. 

• Continuous monitoring and adjustment of workshop activities and content based on 

participant feedback and outcomes. 

7.8.7 Adaptations and Differentiation 

• Tailor workshop activities and content to participants' specific needs, interests, and skill 

levels. 

• Provide opportunities for participants to self-select or customise their learning experiences 

based on their individual learning goals and preferences. 

• Offer accommodations or supplementary resources for participants with diverse learning 

styles or needs. 

7.8.8 Conclusion 

Workshops offer a dynamic and interactive approach to learning in a corporate setting, providing 

participants with hands-on experiences, practical skills, and opportunities for collaboration and 

networking. Participants can enhance their knowledge, skills, and capabilities by engaging in interactive 

activities and discussions in a supportive and engaging environment.   

7.8.9 Note for Facilitators 

• Create a structured agenda and timeline for the workshop to ensure that critical topics and 

activities are covered effectively. 

• Foster a participatory and inclusive learning environment where all participants feel valued 

and encouraged to contribute. 

• Provide clear instructions and guidance throughout the workshop to support participants in 

engaging with the content and activities. 
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7.9 Hands-on Manipulation 

7.9.1 Introduction 

Hands-on manipulation focuses on experiential learning through physical interaction with objects, tools, 

or materials. It provides learners with direct, tactile experiences that deepen understanding, reinforce 

learning, and develop practical skills applicable to real-world situations. 

7.9.2 Goals 

• Foster experiential learning through direct physical interaction with objects or materials. 

• Develop practical skills, agility, and coordination relevant to learners' roles and 

responsibilities. 

• Enhance understanding of abstract concepts by providing tangible, hands-on experiences. 

• Promote creativity, innovation, and problem-solving through exploration and 

experimentation. 

7.9.3 Target Audience 

Adult learners in a corporate setting seek to develop practical skills, dexterity, and hands-on expertise 

relevant to their roles and responsibilities. 

7.9.4 Duration 

Varies depending on the complexity of the hands-on activities and the depth of learning Goals. Hands-

on manipulation sessions may range from short, focused exercises to longer, more immersive 

workshops. 

7.9.5 Methodology 

1. Hands-on Activities and Demonstrations 

o Design hands-on activities that allow participants to manipulate objects, tools, or 

materials relevant to the learning Goals. 

o Provide demonstrations or examples to illustrate proper techniques and procedures for 

hands-on manipulation. 

o Encourage active participation and engagement by allowing participants to explore and 

experiment with the materials. 

2. Guided Practice and Feedback 

o Facilitate guided practice opportunities for participants to apply newly acquired skills 

and techniques. 

o Offer feedback and guidance as participants engage in hands-on manipulation 

activities. 

o Provide opportunities for participants to reflect on their experiences and identify areas 

for improvement. 

3. Problem-solving and Application 

o Integrate problem-solving challenges or real-world scenarios that require participants 

to apply hands-on skills and techniques. 
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o Encourage creativity and innovation in finding solutions to hands-on manipulation tasks. 

o Provide opportunities for participants to collaborate and share ideas as they work on 

hands-on projects. 

4. Reflection and Review 

o Facilitate reflection on the hands-on manipulation experience, encouraging participants 

to consider what they have learned and how it applies to their roles. 

o Review key concepts and techniques covered during the session, reinforcing learning 

outcomes. 

o Provide resources and support for further practice and skill development beyond the 

hands-on manipulation session. 

7.9.6 Assessment 

• Evaluation of participant engagement and skill acquisition during hands-on manipulation 

activities through observation and interaction. 

• Assessment of participants' ability to apply hands-on skills and techniques to solve 

problems or complete tasks. 

• Feedback from participants on their experiences and perceptions of the effectiveness of the 

hands-on manipulation methodology. 

7.9.7 Adaptations and Differentiation 

• Tailor hands-on manipulation activities to participants' specific needs, interests, and skill 

levels. 

• Provide participants with options from various hands-on activities based on their individual 

learning goals and preferences. 

• Offer additional support or resources for participants who may require extra assistance or 

accommodations. 

7.9.8 Conclusion 

Hands-on manipulation offers a dynamic and engaging approach to learning, providing participants with 

tangible experiences that deepen understanding, develop practical skills, and foster creativity and 

innovation. By engaging in direct physical interaction with objects or materials, participants can acquire 

valuable skills and expertise applicable to their roles and responsibilities in a corporate setting.   

7.9.9 Note for Facilitators 

• Create a safe and supportive learning environment where participants feel comfortable 

exploring and experimenting with hands-on activities. 

• Provide clear instructions and guidance for hands-on manipulation activities to ensure 

participants understand expectations and procedures. 

• Encourage curiosity, creativity, and exploration as participants engage in hands-on learning 

experiences. 
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7.10 Self-directed Learning 

7.10.1 Introduction 

Self-directed learning is a methodology that empowers learners to take control of their learning process, 

setting their goals, identifying resources, and managing their progress autonomously. It encourages 

learners to develop critical thinking, self-motivation, and lifelong learning skills. This 'active' position 

motivates the professional to be engaged in learning, particularly concepts that can be useful and 

interesting for their professional and personal life. It is a process in which the professional takes an 

active stance towards the knowledge and experiences they encounter. 

Self-directed learning allows individuals to tailor their learning experience to their needs, interests, and 

learning styles. By assuming responsibility for their learning journey, learners become more engaged 

and motivated, leading to deeper understanding and retention of knowledge. This methodology fosters 

a sense of ownership and empowerment, enabling learners to pursue learning opportunities that align 

with their goals and aspirations. 

7.10.2 Goals 

• Foster autonomy and self-motivation in the learning process. 

• Develop critical thinking, problem-solving, and decision-making skills. 

• Cultivate a growth mindset and a habit of lifelong learning. 

• Empower learners to pursue learning opportunities aligned with their interests, goals, and 

aspirations. 

7.10.3 Target Audience 

Adult learners in a corporate setting seek to take ownership of their learning and professional 

development. 

7.10.4 Duration 

Self-directed learning can be ongoing and flexible, allowing participants to engage with learning 

resources and activities at their own pace and convenience. 

7.10.5 Methodology 

1. Goal Setting and Planning 

o Encourage learners to set specific, achievable learning goals based on their interests, 

career aspirations, or skill development needs. 

o Support learners in creating personalised learning plans outlining Goals, timelines, and 

resources. 

2. Resource Identification and Access 

o Provide access to various learning resources such as online courses, books, articles, 

videos, and workshops. 

o Guide learners in selecting resources that align with their learning goals and 

preferences. 
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3. Learning Engagement and Reflection 

o Encourage active engagement with learning resources through reading, watching, 

listening, and practising. 

o Facilitate reflection and self-assessment to monitor progress, identify strengths and 

areas for improvement, and adjust learning strategies accordingly. 

4. Community and Support 

o Foster a supportive learning community where participants can share experiences, 

insights, and resources with peers. 

o Provide opportunities for networking, mentoring, and collaboration to enhance the self-

directed learning experience. 

7.10.6 Assessment 

• Evaluation of learners' progress and achievement of learning goals through self-

assessment and reflection. 

• Monitoring of engagement and participation in learning activities and resources. 

• Feedback from learners on their experiences, challenges, and successes with self-directed 

learning. 

7.10.7 Adaptations and Differentiation 

• Tailor self-directed learning approaches to accommodate diverse learning styles, 

preferences, and needs. 

• Offer guidance and support for learners who may require assistance setting goals, 

identifying resources, or managing their learning process. 

• Provide self-assessment, feedback, and reflection opportunities to promote continuous 

improvement and growth. 

7.10.8 Conclusion 

Self-directed learning empowers adult learners to take ownership of their learning journey, fostering 

autonomy, motivation, and lifelong learning skills. Self-directed learning enables participants to 

effectively pursue their learning goals and professional development aspirations by providing flexibility 

and autonomy in choosing and managing learning resources and activities.   

7.10.9 Note for Facilitators 

• Foster a culture of self-directed learning by providing resources, support, and 

encouragement for participants to take initiative and ownership of their learning. 

• Offer guidance and mentorship to help participants set meaningful learning goals and 

navigate the self-directed learning process effectively. 

• Facilitate opportunities for reflection, feedback, and collaboration to enhance the self-

directed learning experience and promote continuous growth and development. 
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7.11 Cyber Ranges 

7.11.1 Introduction 

Cyber Ranges are simulated environments designed to replicate real-world cybersecurity scenarios. 

Participants engage in hands-on activities to develop their skills in identifying and mitigating cyber 

threats. 

7.11.2 Goals 

• Develop practical cybersecurity skills. 

• Enhance understanding of cyber threats and vulnerabilities.  

• Foster collaboration and teamwork in responding to cyber incidents. 

7.11.3 Target Audience 

Cybersecurity professionals, IT professionals, and individuals interested in cybersecurity. 

7.11.4 Duration 

The duration of Cyber Range sessions can vary depending on the complexity of the exercises and the 

learning objectives. 

7.11.5 Methodology 

1. Goal Setting and Planning 

o Define learning objectives and set goals for skill development. 

o Plan exercises and scenarios to address specific cybersecurity challenges. 

2. Resource Identification and Access 

o Identify and provide access to relevant tools, platforms, and resources needed for the 

exercises. 

o Ensure participants have access to training materials and documentation. 

3. Learning Engagement and Reflection 

o Identify and provide access to relevant tools, platforms, and resources needed for the 

exercises. 

o Ensure participants have access to training materials and documentation. 

4. Community and Support 

o Identify and provide access to relevant tools, platforms, and resources needed for the 

exercises. 

o Ensure participants have access to training materials and documentation. 

7.11.6 Assessment 

• Assess participants' performance through simulated cyber exercises and scenarios.  

• Evaluate participants' ability to identify and respond to cyber threats effectively. 

• Provide feedback and recommendations for improvement based on performance 

assessments. 
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7.11.7 Adaptations and Differentiation 

• Tailor Cyber Range exercises and scenarios to meet participants' diverse needs and skill 

levels.  

• Provide additional resources and support for participants who may require extra assistance. 

• Modify learning objectives and exercises based on feedback and performance assessments 

to optimise learning outcomes. 

7.11.8 Conclusion 

Cyber Ranges offers a dynamic and immersive learning experience for developing practical 

cybersecurity skills in a safe and controlled environment. By engaging in hands-on exercises and 

simulations, participants can enhance their ability to identify and respond to cyber threats effectively. 

7.11.9 Note for Facilitators 

• Facilitators should ensure that participants have access to necessary resources and support 

throughout the Cyber Range sessions. Encourage active participation, collaboration, and 

reflection to maximise learning outcomes. 

 

7.12 Table-top Simulations 

7.12.1 Introduction 

Table-top simulations are interactive exercises conducted in a simulated environment, typically involving 

scenario-based discussions and problem-solving activities. These simulations are designed to simulate 

real-world situations and allow participants to develop critical thinking, decision-making, and teamwork 

skills. 

7.12.2 Goals 

• Develop critical thinking and decision-making skills. 

• Enhance teamwork and collaboration. 

• Improve problem-solving abilities in real-world scenarios. 

7.12.3 Target Audience 

Table-top simulations are suitable for a wide range of participants, including professionals from various 

industries, students, and individuals interested in developing their skills in problem-solving and decision-

making. 

7.12.4 Duration 

The duration of table-top simulation exercises can vary depending on the complexity of the scenarios 

and the learning objectives. Sessions may range from a few hours to several days. 

7.12.5 Methodology 

1. Goal Setting and Planning 

o Define learning objectives and set goals for the table-top simulation exercise. 

o Plan scenarios and discussion topics to address specific learning outcomes. 
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2. Resource Identification and Access 

o Identify and provide access to relevant materials, resources, and tools needed for the 

simulation. 

o Ensure participants can access training materials, scenario descriptions, and other 

necessary documentation. 

3. Learning Engagement and Reflection 

o Engage participants in scenario-based discussions and problem-solving activities. 

o Facilitate group discussions and reflection sessions to analyse outcomes and lessons 

learned from each scenario. 

4. Community and Support 

o Foster a supportive learning environment where participants can collaborate, share 

ideas, and support each other. 

o Provide guidance and feedback to participants throughout the simulation exercise. 

7.12.6 Assessment 

• Assess participants' performance based on their contributions to scenario discussions and 

problem-solving activities. 

• Evaluate participants' ability to analyse situations, make decisions, and work effectively as 

a team.  

• Provide feedback and recommendations for improvement based on performance 

assessments. 

7.12.7 Adaptations and Differentiation 

• Tailor table-top simulation scenarios to suit the specific needs and objectives of the 

participants.  

• Modify scenarios and discussion topics based on feedback and performance assessments 

to optimise learning outcomes.  

• Provide additional support and resources for participants who may require extra assistance. 

7.12.8 Conclusion 

Table-top simulations offer a dynamic and interactive learning experience for developing critical thinking, 

decision-making, and teamwork skills. By engaging in scenario-based discussions and problem-solving 

activities, participants can gain valuable insights and practical experience that can be applied in real-

world situations. 
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7.12.9 Note for Facilitators 

• Facilitators should create a supportive and engaging environment for participants to 

participate actively in the simulation exercise. Encourage open communication, 

collaboration, and critical thinking throughout the session to maximise learning outcomes. 

 

8 Annex 3 - Shared Learning 

8.1 Group Work 

8.1.1 Introduction 

Group work is a collaborative learning methodology that involves small groups of learners working 

together to achieve shared goals or complete tasks. It fosters communication, teamwork, and problem-

solving skills while encouraging active engagement and peer learning. It involves forming a group tasked 

with organising and completing an activity within predetermined timelines and modalities, with the 

obligation to report back to the instructor. 

Through group work, learners can engage in collaborative problem-solving, share diverse perspectives, 

and leverage each other's strengths to achieve common objectives. This methodology promotes 

communication skills, interpersonal relationships, and critical thinking abilities, preparing learners for 

success in both academic and professional settings. Working collaboratively, learners can develop a 

deeper understanding of course material, build social connections, and enhance their learning 

experience. 

8.1.2 Goals 

• Foster collaboration and teamwork skills among participants. 

• Promote active engagement and participation in the learning process. 

• Develop communication, problem-solving, and decision-making abilities through group 

interactions. 

• Encourage peer learning and support among group members. 

8.1.3 Target Audience 

In a corporate setting, adult learners seek opportunities to collaborate with colleagues, share knowledge, 

and achieve common goals through group-based activities. 

8.1.4 Duration 

Varies depending on the task's complexity and the desired depth of collaboration. Group work activities 

may range from short, focused exercises to long-term projects or assignments. 
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8.1.5 Methodology 

1. Task Assignment and Roles 

o Define clear Goals and tasks for the group to accomplish. 

o Assign roles and responsibilities to each group member based on their strengths and 

expertise. 

o Encourage group members to contribute their ideas, insights, and perspectives to the 

task. 

2. Collaborative Planning and Execution 

o Facilitate group discussions to brainstorm ideas, plan strategies, and outline action 

steps. 

o Encourage active participation and collaboration among group members. 

o Provide guidance and support as needed to keep the group focused and on track. 

3. Communication and Feedback 

o Establish channels for communication and collaboration within the group, such as 

regular meetings or online platforms. 

o Encourage open communication and constructive feedback among group members. 

o Facilitate discussions to address any challenges or conflicts during the group work 

process. 

4. Reflection and Evaluation 

o Facilitate reflection on the group work experience, encouraging participants to identify 

lessons learned and areas for improvement. 

o Evaluate the effectiveness of the group work process and outcomes based on 

predefined criteria or Goals. 

o Provide feedback and recognition for group members' contributions and achievements. 

8.1.6 Assessment 

• Evaluation of group dynamics, collaboration, and teamwork skills demonstrated during the 

group work activities. 

• Assessment of the quality and effectiveness of the group's output or deliverables. 

• Feedback from group members on their experiences, contributions, and learning outcomes. 

8.1.7 Adaptations and Differentiation 

• Tailor group work activities to accommodate diverse learning styles, preferences, and 

needs. 

• Provide support and resources for groups requiring assistance in task clarification, role 

assignment, or conflict resolution. 

• Offer opportunities for reflection and debriefing to promote continuous improvement and 

learning. 
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8.1.8 Conclusion 

Group work is a practical methodology for fostering collaboration, communication, and teamwork skills 

among adult learners in a corporate setting. By working together to achieve shared goals and complete 

tasks, participants can leverage their collective strengths and expertise to drive meaningful outcomes 

and enhance their professional capabilities.   

8.1.9 Note for Facilitators 

• Create an inclusive environment that encourages active participation and collaboration 

among group members. 

• Provide guidance and structure to facilitate effective group work processes, including task 

assignment, communication, and decision-making. 

• Foster a culture of accountability and mutual respect within the group, emphasising the 

importance of each member's contribution to the collective success. 

8.2 Discussion 

8.2.1 Introduction 

Discussion is a collaborative learning methodology encouraging participants to dialogue, share ideas, 

and explore diverse perspectives on a particular topic or issue. It fosters critical thinking, communication 

skills, and deeper understanding through active engagement and exchange of viewpoints. It is a process 

in which the professional takes an active stance towards the knowledge and experiences they 

encounter. This 'active' position motivates the professional to be engaged in learning, particularly 

concepts that can be particularly useful and interesting for their professional and personal life. 

Participants can voice their opinions, ask questions, and challenge assumptions through discussion, 

leading to richer and more nuanced insights. By engaging in dialogue with peers, learners can broaden 

their perspectives, refine their arguments, and develop empathy for differing viewpoints. Discussions 

promote active learning by encouraging participants to analyse, evaluate, and synthesise information in 

real time, fostering deeper comprehension and retention of course material. 

8.2.2 Goals 

• Stimulate critical thinking and analysis through open-ended questions and exploration of 

complex topics. 

• Encourage active participation and engagement among participants through dialogue and 

discussion. 

• Foster empathy, tolerance, and respect for diverse viewpoints and perspectives. 

• Facilitate deeper understanding and synthesis of information through reflection and 

dialogue. 

8.2.3 Target Audience 

Adult learners in a corporate setting seek opportunities to engage in meaningful dialogue, share insights, 

and broaden their perspectives on relevant topics or issues. 

  



CYRUS – A personalised, customised, work-based training framework for 
enhanced CYbeR-security skills across indUstrial Sectors 

 

 

 

 Project: 101100733 – CYRUS–DIGITAL-2022-TRAINING-02 77 

 

8.2.4 Duration 

Varies depending on the depth and complexity of the discussion topic. Discussions may range from 

brief, focused conversations to extended debates or seminars. 

8.2.5 Methodology 

1. Task Selection and Preparation 

o Choose a relevant and thought-provoking topic for discussion, considering the interests 

and Goals of the participants. 

o Prepare discussion prompts or questions to stimulate dialogue and explore key 

concepts or issues. 

o Provide background information or resources to support participants' understanding of 

the topic. 

2. Facilitation and Engagement 

o Facilitate the discussion by guiding participants through the dialogue and ensuring that 

everyone has an opportunity to contribute. 

o Encourage active listening and respectful communication among participants. 

o Pose open-ended questions to spark discussion and encourage participants to share 

their thoughts, experiences, and perspectives. 

3. Exploration of Ideas and Perspectives 

o Encourage participants to explore diverse viewpoints and perspectives, considering 

different cultural, social, and professional backgrounds. 

o Facilitate debate and constructive dialogue by encouraging participants to challenge 

assumptions, ask probing questions, and offer counterarguments. 

o Foster empathy and understanding by encouraging participants to consider alternative 

viewpoints and perspectives. 

4. Reflection and Synthesis 

o Facilitate reflection on the discussion, encouraging participants to summarise key 

insights, themes, and takeaways. 

o Encourage participants to identify areas of agreement, disagreement, or further 

exploration. 

o Provide opportunities for participants to reflect on how the discussion has impacted their 

thinking or understanding of the topic. 

8.2.6 Assessment 

• Evaluation of participants' engagement, contributions, and critical thinking skills 

demonstrated during the discussion. 

• Assessment of the quality and depth of dialogue, including exploring diverse perspectives 

and synthesising ideas. 

• Feedback from participants on their experiences, insights gained, and areas for further 

discussion or exploration. 
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8.2.7 Adaptations and Differentiation 

• Tailor discussion topics and prompts to the participants' specific interests, Goals, and 

preferences. 

• Provide support and guidance for participants who may require assistance articulating their 

thoughts or engaging in dialogue. 

• Offer structured reflection and debriefing opportunities to promote deeper understanding 

and learning. 

8.2.8 Conclusion 

Discussion is a robust methodology for promoting critical thinking, communication skills, and deeper 

understanding among adult learners in a corporate setting. By engaging in dialogue, sharing ideas, and 

exploring diverse perspectives, participants can broaden their thinking, challenge assumptions, and 

deepen their understanding of complex topics and issues.   

8.2.9 Note for Facilitators 

• Create a supportive and inclusive environment that encourages active participation and 

respectful dialogue among participants. 

• Foster a culture of curiosity and inquiry by encouraging participants to ask questions, 

challenge assumptions, and explore alternative viewpoints. 

• Facilitate structured reflection and synthesis to ensure that key insights and takeaways are 

captured and integrated into participants' learning and professional development. 

 

8.3 Visual Mapping 

8.3.1 Introduction 

Visual mapping is a methodology that utilises graphical representations to organise and communicate 

complex information, concepts, or relationships. It leverages visual elements such as diagrams, charts, 

and mind maps to enhance understanding, promote creativity, and facilitate problem-solving. It is a 

learning/analysis technique based on graphical representations of thoughts, concepts, information, and 

knowledge. Applied in a group context, it stimulates all participants to contribute actively. 

Visual mapping techniques allow learners to visualise and synthesise information, making 

comprehending and retaining complex concepts more accessible. Visual maps are effective tools for 

brainstorming, planning, and decision-making, enabling individuals and groups to explore ideas, identify 

connections, and generate innovative solutions. Additionally, visual mapping fosters collaboration and 

engagement by encouraging active participation and collective sense-making among participants. 

8.3.2 Goals 

• Organize and visualise complex information or concepts clearly and comprehensively. 

• Enhance understanding and retention of key concepts through visual representations. 

• Facilitate brainstorming, idea generation, and problem-solving by visually mapping 

relationships and connections. 

• Encourage creativity, innovation, and collaboration through interactive visual mapping 

exercises. 
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8.3.3 Target Audience 

Adult learners in a corporate setting seek to enhance their communication, problem-solving, and 

decision-making skills through visual mapping techniques. 

8.3.4 Duration 

It varies depending on the complexity of the visual mapping exercise and the depth of information to be 

conveyed. Visual mapping activities may range from brief brainstorming sessions to more extensive 

planning or analysis exercises. 

8.3.5 Methodology 

1. Topic or Concept Selection 

o Identify a specific topic, concept, or problem to be visualised through mapping. 

o Define the Goals and desired outcomes of the visual mapping exercise. 

2. Visualization Techniques 

o Select appropriate visualisation techniques such as mind mapping, concept mapping, 

flowcharts, or diagrams based on the nature of the information or concept being 

conveyed. 

o Use visual elements such as shapes, colours, symbols, and images to enhance clarity 

and comprehension. 

3. Data Collection and Organization 

o Encourage participants to identify and address problems or obstacles encountered 

during project implementation. 

o Foster creativity and innovation in finding solutions to challenges and adapting 

strategies to achieve project goals. 

o Provide support and guidance to help participants navigate uncertainties and make 

informed decisions. 

4. Creation and Iteration 

o Create the visual map using digital tools, whiteboards, or flipcharts, allowing flexibility 

and adaptability as the mapping process evolves. 

o Encourage active participation and collaboration among participants in refining and 

iterating the visual map based on feedback and insights. 

5. Analysis and Interpretation 

o Facilitate discussion and analysis of the visual map to extract key insights, identify 

patterns, and uncover connections or relationships. 

o Encourage participants to interpret the visual map and draw conclusions based on the 

information presented. 
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8.3.6 Assessment 

• Evaluation of the visual map's clarity, coherence, and effectiveness in conveying information 

or concepts. 

• Assessment of participants' engagement and contribution to the visual mapping process, 

including their ability to organise information and identify connections. 

• Feedback from participants on the usefulness and applicability of visual mapping 

techniques in enhancing their understanding and problem-solving skills. 

8.3.7 Adaptations and Differentiation 

• Tailor visual mapping exercises to participants' specific needs, interests, and learning styles. 

• Provide options for participants to choose from various visualisation techniques based on 

their preferences and Goals. 

• Offer additional support or guidance for participants needing assistance organising 

information or creating effective visual representations. 

8.3.8 Conclusion 

Visual mapping is a robust methodology for organising and communicating complex information, 

promoting understanding, creativity, and collaboration among adult learners in a corporate setting. 

Participants can effectively enhance their problem-solving, decision-making, and communication skills 

by leveraging visual representations to visualise relationships, connections, and patterns.   

8.3.9 Note for Facilitators 

• Provide guidance and support to participants in selecting and applying appropriate 

visualisation techniques to convey information or concepts effectively. 

• Foster a collaborative and interactive environment where participants feel comfortable 

sharing ideas, exploring connections, and iterating on visual maps. 

• Encourage experimentation and creativity in visual mapping exercises, emphasising the 

importance of flexibility and adaptability in the mapping process. 

 

8.4 Contact/Exchanges with Schools 

8.4.1 Introduction 

Contact/exchanges with schools is an educational methodology that involves establishing partnerships 

or collaborations between organisations and educational institutions, such as schools or universities. It 

provides opportunities for mutual learning, knowledge sharing, and collaboration on projects or initiatives 

that benefit both parties. It involves establishing exchanges with other classes that promote an 

understanding of contexts different from one's own and the knowledge of styles and values typical of 

cultures different from ours. 

This methodology promotes intercultural understanding, empathy, and appreciation for diverse 

perspectives by facilitating contact and exchanges between schools. Through collaborative projects, 

students and educators can gain insights into different cultural contexts, learn from each other's 

experiences, and develop global citizenship skills. Contact/exchanges with schools encourage dialogue, 
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cooperation, and the exchange of ideas, fostering a sense of interconnectedness and mutual respect 

among participants. 

8.4.2 Goals 

• Foster collaboration and partnership between organisations and educational institutions to 

support mutual learning and development. 

• Provide opportunities for organisations to engage with schools to share expertise, 

resources, and real-world experiences with students. 

• Enhance students' learning experiences by exposing them to real-world applications of 

academic knowledge and skills. 

• Create pathways for students to explore career opportunities, gain practical experience, and 

develop relevant competencies. 

8.4.3 Target Audience 

Adult learners in a corporate setting seek opportunities to engage with educational institutions, such as 

schools or universities, to share their expertise, knowledge, and experiences with students. 

8.4.4 Duration 

Varies depending on the nature of the collaboration or partnership and the engagement goals. 

Contact/exchanges with schools may range from short-term interactions, such as guest lectures or 

workshops, to long-term partnerships involving joint projects or initiatives. 

8.4.5 Methodology 

1. Identification of Partnerships 

o Identify potential schools or educational institutions with whom to establish partnerships 

or collaborations based on shared interests, Goals, and values. 

o Explore opportunities for engagement, such as guest lectures, workshops, internships, 

or joint projects. 

2. Engagement Planning and Preparation 

o Define the Goals, scope, and expectations of the engagement in collaboration with the 

educational institution. 

o Plan and coordinate logistics, such as scheduling, venue arrangements, and resource 

allocation, to ensure smooth execution of the engagement. 

3. Delivery of Engagement Activities 

o Conduct engagement activities, such as guest lectures, workshops, or interactive 

sessions, to share expertise, knowledge, and experiences with students. 

o Facilitate interactions and discussions between participants from the organisation and 

students to promote learning and exchanging ideas. 
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4. Feedback and Evaluation 

o Gather feedback from participants, including students, educators, and representatives 

from the organisation, to assess the impact and effectiveness of the engagement 

activities. 

o Evaluate the success of the engagement based on predefined criteria, such as 

participant satisfaction, learning outcomes, and achievement of Goals. 

o Use feedback and evaluation results to inform future engagement activities and improve 

the overall effectiveness of contact/exchanges with schools. 

8.4.6 Assessment 

• Evaluation of participant satisfaction and engagement levels during contact/exchanges with 

school activities, such as guest lectures, workshops, or joint projects. 

• Assessment of learning outcomes and impact on students' knowledge, skills, and attitudes 

resulting from the engagement. 

• Feedback from educational institutions, organisations, and students on the engagement 

activities' value, relevance, and effectiveness. 

8.4.7 Adaptations and Differentiation 

• Tailor engagement activities to meet the specific needs, interests, and preferences of both 

the organisation and the educational institution. 

• Provide flexibility in engagement formats and delivery methods to accommodate diverse 

learning styles, schedules, and resource constraints. 

• Offer opportunities for students to engage in hands-on, experiential learning activities that 

align with their academic interests and career aspirations. 

8.4.8 Conclusion 

Contact/exchanges with schools offer organisations and educational institutions valuable opportunities 

to collaborate, share resources, and enhance student learning experiences. By engaging with schools, 

organisations can contribute to developing future professionals, promote mutual learning, and build 

stronger connections between academia and industry.   

8.4.9 Note for Facilitators 

• Foster open communication and collaboration between representatives from the 

organisation and educational institutions to ensure alignment of Goals and expectations. 

• Provide support and resources for participants involved in engagement activities, such as 

training, materials, and logistical assistance. 

• Maintain ongoing communication and feedback loops to sustain partnerships and 

continuously improve the effectiveness of contact/exchanges with the school’s initiatives. 
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8.5 Community 

8.5.1 Introduction 

The community methodology fosters a sense of belonging, collaboration, and mutual support among 

participants within a learning environment. It emphasises creating a supportive community where 

individuals can engage in meaningful interactions, share knowledge, and collaborate on common goals 

or interests. A virtual or online community is a group of people interested in a common topic who 

communicate through the Internet. Organising a virtual community means giving a voice to its members 

and providing suitable tools to enable them to express opinions, make evaluations, and exchange views 

as freely as possible. 

By implementing the community methodology, educators can create inclusive and supportive learning 

environments where learners feel valued, respected, and connected to their peers. Through meaningful 

interactions and collaboration, participants can exchange ideas, provide support, and contribute to each 

other's learning journey. Virtual communities offer opportunities for individuals to engage in discussions, 

share resources, and collaborate on projects, regardless of geographical boundaries or time constraints. 

By harnessing the power of technology, the community methodology enables learners to build 

meaningful connections, foster a sense of belonging, and enhance their overall learning experience. 

8.5.2 Goals 

• Cultivate a sense of belonging and connection among participants within a learning 

community. 

• Facilitate knowledge sharing, collaboration, and peer learning among community members. 

• Provide opportunities for networking, mentorship, and support within the community. 

• Promote a culture of inclusivity, respect, and mutual support among community members. 

8.5.3 Target Audience 

In a corporate setting, adult learners seek opportunities to connect with peers, share experiences, and 

collaborate on learning and professional development initiatives within a supportive community 

environment. 

8.5.4 Duration 

Ongoing and flexible, allowing participants to engage with the community as needed. Community 

activities may range from regular meetups or events to online discussions, forums, and networking 

opportunities. 

8.5.5 Methodology 

1. Identification Building 

o Establish a welcoming and inclusive environment that encourages active participation 

and engagement from all members. 

o Define the community's purpose, goals, and values to guide its activities and 

interactions. 

o Facilitate introductions and icebreaker activities to help members get to know each 

other and build connections. 
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2. Knowledge Sharing and Collaboration 

o Encourage members to share their knowledge, expertise, and experiences with the 

community through discussions, presentations, or workshops. 

o Facilitate collaboration on projects, initiatives, or learning activities that align with the 

interests and goals of the community. 

o Provide platforms and tools for members to collaborate and communicate effectively, 

such as online forums, social media groups, or collaboration software. 

3. Network and Support 

o Create opportunities for networking and relationship building among community 

members through events, meetups, or social gatherings. 

o Facilitate mentorship and peer support within the community, allowing members to seek 

guidance, advice, or feedback from their peers. 

o Offer resources and support services to address the needs and challenges of 

community members, such as career development resources, counselling, or wellness 

programs. 

4. Community Engagement and Participation 

o Encourage active participation and engagement from all members through regular 

communication, updates, and invitations to contribute. 

o Seek feedback and input from community members to inform decision-making and 

improve the overall experience of the community. 

o Recognize and celebrate the contributions and achievements of community members 

to foster a culture of appreciation and recognition. 

8.5.6 Assessment 

• Evaluation of community engagement and participation levels, including event attendance, 

contributions to discussions, and involvement in collaborative projects. 

• Assessment of the impact and effectiveness of the community in supporting members' 

learning, professional development, and well-being. 

• Feedback from community members on their experiences, satisfaction, and suggestions for 

improving the community. 

8.5.7 Adaptations and Differentiation 

• Tailor community activities and initiatives to meet community members' specific needs, 

interests, and preferences. 

• Provide options for members to participate in various community activities, both online and 

offline, to accommodate diverse schedules and preferences. 

• Offer support and resources for members who may require assistance accessing or 

engaging with community activities, such as mentorship or peer support. 
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8.5.8 Conclusion 

The community methodology offers a valuable opportunity for adult learners in a corporate setting to 

connect, collaborate, and support each other within a supportive and inclusive environment. By fostering 

a sense of belonging, sharing knowledge, and collaborating on common goals, communities can 

enhance members' learning experiences, professional development, and overall well-being.   

8.5.9 Note for Facilitators 

• Create a culture of inclusivity, respect, and mutual support within the community, 

emphasising the importance of diversity and inclusion. 

• Foster active participation and engagement by providing opportunities for members to 

contribute, collaborate, and connect with each other. 

• Continuously monitor and evaluate the effectiveness of community activities and initiatives, 

seeking feedback from members to inform ongoing improvements and enhancements. 

 

8.6 Outdoor Education 

8.6.1 Introduction 

Outdoor training is an innovative methodology centred around individual and group outdoor work, 

involving participants on physical, cognitive, and emotional levels. It is based on the premise that the 

most effective way to practically and consistently learn new behaviours is to experience them concretely. 

The Outdoor Training methodology relies on experiential learning, developing through the creation of 

metaphorical situations. The playful aspect of these activities ensures spontaneity, facilitating the 

attainment of greater awareness of behaviours and attitudes that participants are generally unaware of. 

Outdoor education complements this approach by taking learning beyond the confines of traditional 

classroom settings and into the natural environment. It emphasises experiential learning, hands-on 

activities, and outdoor engagement to foster personal growth, environmental awareness, and practical 

skills development. 

By combining outdoor training and education methodologies, learners can engage with the natural world, 

develop critical thinking skills, and explore new perspectives in a dynamic and immersive setting. 

Participants can deepen their understanding of themselves, others, and the environment through 

experiential learning activities while enhancing teamwork, communication, and problem-solving abilities. 

Outdoor training and education offer unique opportunities for holistic development and lifelong learning 

in natural environments. 

8.6.2 Goals 

• Foster a deeper connection with nature and appreciation for the environment. 

• Promote personal development, resilience, and self-confidence through outdoor 

experiences. 

• Develop practical skills like navigation, survival techniques, and outdoor safety. 

• Enhance teamwork, communication, and leadership skills through collaborative outdoor 

activities. 
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8.6.3 Target Audience 

Adult learners in a corporate setting seek opportunities to engage in outdoor experiences that promote 

personal growth, team building, and skill development. 

8.6.4 Duration 

Varies depending on the nature and scope of the outdoor education program. Activities may range from 

single-day excursions to multiday expeditions, with ongoing engagement and skill development options. 

8.6.5 Methodology 

1. Outdoor Experience and Activities 

o Engage participants in various outdoor activities, such as hiking, camping, rock 

climbing, kayaking, or orienteering. 

o Provide hands-on outdoor learning and skill development opportunities, focusing on 

practical techniques and safety procedures. 

2. Environmental Education 

o Incorporate environmental education components into outdoor activities, raising 

awareness of ecological principles, conservation practices, and sustainable living. 

o Facilitate discussions and reflections on the interconnectedness of humans and the 

natural world, encouraging participants to consider their environmental impact. 

3. Personal Development and Reflection 

o Foster teamwork, communication, and leadership skills through collaborative outdoor 

challenges and group activities. 

o Encourage participants to work together to solve problems, overcome obstacles, and 

achieve shared Goals outdoors. 

4. Team Building and Collaboration 

o Foster teamwork, communication, and leadership skills through collaborative outdoor 

challenges and group activities. 

o Encourage participants to work together to solve problems, overcome obstacles, and 

achieve shared Goals outdoors. 

8.6.6 Assessment 

• Evaluation of participants' engagement, participation, and personal growth during outdoor 

education experiences. 

• Assessment of practical skills development, such as navigation, outdoor safety, and 

environmental stewardship. 

• Feedback from participants on their experiences, insights gained, and areas for further 

development in outdoor education activities. 
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8.6.7 Adaptations and Differentiation 

• Tailor outdoor education activities to meet participants' specific needs, interests, and 

abilities, ensuring that challenges are appropriately matched to their skill levels. 

• Provide options for participants to engage in various outdoor activities, allowing them to 

explore their interests and preferences. 

• Offer support and guidance for participants who need assistance navigating outdoor 

challenges or developing new skills. 

8.6.8 Conclusion 

Outdoor education offers a unique and impactful approach to learning, providing participants with 

opportunities to connect with nature, develop practical skills, and foster personal growth and teamwork. 

By engaging in hands-on activities and outdoor experiences, adult learners can gain valuable insights, 

build resilience, and develop a deeper appreciation for the natural world.   

8.6.9 Note for Facilitators 

• Create a safe, supportive learning environment prioritising participant wellbeing and outdoor 

safety. 

• Provide adequate preparation and orientation for outdoor activities, including instruction on 

equipment use, safety procedures, and environmental awareness. 

• Foster a sense of adventure, curiosity, and exploration among participants, encouraging 

them to embrace new experiences and challenges in the outdoor environment. 

 

8.7 Flipped Classroom 

8.7.1 Introduction 

The flipped classroom is an instructional approach reversing the traditional learning environment by 

delivering instructional content outside the classroom, typically through videos or readings, and using 

class time for interactive, hands-on activities. This approach aims to shift the focus from passive teacher-

led instruction to active student-centred learning. 

8.7.2 Goals 

• To promote active learning and student engagement. 

• To personalise learning experiences based on individual student needs. 

• To foster critical thinking, problem-solving, and collaboration skills. 

• To maximise class time for interactive discussions, activities, and application of knowledge. 

8.7.3 Target Audience 

The flipped classroom model suits students of all ages and educational levels, from primary school to 

higher education. It also applies to corporate training settings, professional development programs, and 

lifelong learning initiatives. 
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8.7.4 Duration 

The duration of flipped classroom sessions can vary depending on the learning objectives and the topic's 

complexity. Sessions may range from a single class period to an entire semester-long course. 

8.7.5 Methodology 

1. Pre-Class Preparation 

o Assign pre-class materials such as videos, readings, or online tutorials for students to 

review before coming to class. 

o Provide resources and guidance for students to access and engage with the pre-class 

materials. 

2. In-class activities 

o Assign pre-class materials such as videos, readings, or online tutorials for students to 

review before coming to class. 

o Provide resources and guidance for students to access and engage with the pre-class 

materials. 

3. Formative Assessment 

o Use formative assessment techniques such as quizzes, polls, or discussions to gauge 

student understanding and provide feedback. 

o Identify areas where students may need additional support or clarification and address 

them during class. 

4. Post Class Reflection 

o Encourage students to reflect on their learning experiences and apply concepts learned 

in class to real-world scenarios. 

o Provide opportunities for students to share their insights, questions, and challenges with 

classmates and instructors. 

8.7.6 Assessment 

• Assess student understanding and mastery of concepts through formative assessments 

conducted during class activities and discussions. • Use summative assessments such as 

quizzes, tests, or projects to evaluate student performance and achievement of learning 

objectives. • Provide timely feedback to students to guide their learning process and identify 

areas for improvement. 

8.7.7 Adaptations and Differentiation 

• Tailor pre-class materials and in-class activities to accommodate diverse learning styles, 

preferences, and abilities. • Provide additional support and resources for students requiring 

extra assistance or enrichment opportunities. • Modify the flipped classroom model based 

on feedback and performance assessments to optimise student learning outcomes. 
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8.7.8 Conclusion 

The flipped classroom model offers a flexible and innovative approach to teaching and learning that 

empowers students to take ownership of their education. By leveraging technology and active learning 

strategies, educators can create dynamic and engaging learning environments that foster more 

profound understanding, collaboration, and critical thinking skills. 

8.7.9 Note for Facilitators 

• Facilitators should carefully design and scaffold pre-class materials and in-class activities 

to ensure they align with learning objectives and promote active student engagement. 

Please encourage students to take responsibility for their learning and actively participate 

in class discussions and activities. Provide support and guidance to help students navigate 

the flipped classroom model and maximise their learning potential. 

 

8.8 Advocates 

8.8.1 Introduction 

Advocates are individuals or groups championing a cause, idea, or initiative within an organisation or 

community. In the context of education and training, advocates play a crucial role in promoting and 

supporting learning initiatives and fostering a culture of continuous improvement and innovation. 

8.8.2 Goals 

• To advocate for the importance of education and training within the organisation or 

community.  

• To support and encourage learners in their educational journey. 

•  To provide mentorship, guidance, and resources to help learners succeed. 

• To promote a culture of lifelong learning and professional development. 

8.8.3 Target Audience 

Advocates can be educators, trainers, managers, peers, or other stakeholders involved in the learning 

process. They may work within educational institutions, corporate, non-profit, or community groups. 

8.8.4 Duration 

The duration of advocacy efforts may vary depending on the scope and objectives of the initiative. 

Advocates may provide ongoing support and mentorship to learners or engage in short-term campaigns 

to promote specific learning initiatives. 
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8.8.5 Methodology 

1. Advocacy Campaigns 

o Develop and implement advocacy campaigns to raise awareness about the importance 

of education and training. 

o Use various communication channels such as social media, newsletters, and 

presentations to reach target audiences. 

2. Mentorship and Support 

o Provide mentorship and support to learners by offering guidance, advice, and 

encouragement. 

o Serve as a resource for learners seeking information, resources, or assistance with their 

educational goals. 

3. Community Building 

o Build a supportive learning community by facilitating networking opportunities, peer-to-

peer collaboration, and knowledge sharing. 

o Organize events, workshops, or forums where learners can connect with advocates and 

fellow learners. 

4. Recognition and Rewards 

o Recognize and celebrate the achievements and milestones of learners to motivate and 

inspire continued growth. 

o Offer incentives or rewards for active participation, completion of courses, or attainment 

of learning goals. 

8.8.6 Assessment 

• Assess the effectiveness of advocacy efforts through surveys, feedback sessions, or 

performance indicators such as learner engagement and retention. 

• Evaluate the impact of advocacy campaigns on learner motivation, participation rates, and 

overall learning outcomes. 

• Collect testimonials and success stories from learners to showcase the value and impact of 

advocacy efforts. 

8.8.7 Adaptations and Differentiation 

• Tailor advocacy strategies and resources to meet the needs and preferences of diverse 

learners and stakeholders.  

• Provide personalised support and guidance to learners based on their individual learning 

goals, challenges, and interests.  

• Adjust advocacy tactics and approaches based on feedback and performance assessments 

to maximise effectiveness. 
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8.8.8 Conclusion 

Advocates play a critical role in fostering a culture of learning and development within organisations and 

communities. By championing the value of education and training, advocates empower learners to 

achieve their full potential and contribute to the success of their organisations. 

8.8.9 Note for Facilitators 

• Facilitators should collaborate with advocates to align advocacy efforts with learning 

objectives and organisational goals. Encourage advocates to leverage their expertise, 

networks, and resources to support learners and promote a culture of continuous learning. 

Provide training and support to advocates to enhance their advocacy skills and 

effectiveness in supporting learners. 

 

9 Annex 4 - Evaluation & Monitoring 

9.1 Examination, Certification & Quiz 

9.1.1 Introduction 

Examination, certification, and quizzes are methodologies commonly used in education and training to 

assess participants' knowledge, understanding, and proficiency in specific subjects or skills. These 

methodologies involve formal assessments designed to measure learning outcomes, validate 

competencies, and provide participant feedback. 

Professional certification is the attestation that a professional possesses certain competencies/skills. An 

examination is a formal moment of verification of these competencies for the purpose of acquiring 

certification. A quiz, on the other hand, is a less formal assessment moment compared to an 

examination. 

These assessment methodologies serve different purposes within the learning process. Professional 

certification attests to an individual's possession of specific competencies or skills. An examination is a 

formal assessment moment to verify these competencies for the purpose of acquiring certification. A 

quiz, on the other hand, is a less formal assessment moment compared to an examination. 

9.1.2 Goals 

• Evaluate participants' comprehension and retention of key concepts, theories, and 

principles. 

• Validate participants' mastery of specific skills, techniques, or procedures through practical 

assessments. 

• Provide recognition and certification of achievements or competencies attained by 

participants. 

• Identify areas of strength and areas for improvement to inform ongoing learning and 

development efforts. 
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9.1.3 Target Audience 

In a corporate setting, adult learners seek to demonstrate their knowledge, skills, and competencies 

through formal assessments and certifications relevant to their professional roles and responsibilities. 

9.1.4 Duration 

It varies depending on the nature and scope of the examination, certification, or quiz. Assessments may 

range from short, focused quizzes to comprehensive examinations or certification programs requiring 

extended preparation and testing. 

9.1.5 Methodology 

1. Assessment Design and Development 

o Define the learning Goals and competencies to be assessed through the examination, 

certification, or quiz. 

o Develop assessment materials aligned with the defined goals and competencies, 

including test questions, practical tasks, or performance criteria. 

o Ensure the assessment process's validity, reliability, and fairness by following 

established principles and best practices in assessment design. 

2. Administration and Proctoring 

o Administer the examination, certification, or quiz in a controlled environment to ensure 

fairness, integrity, and security. 

o Provide clear instructions and guidelines to participants regarding the assessment's 

format, timing, and rules. 

o Monitor participants' compliance with assessment procedures and protocols to maintain 

the integrity of the assessment process. 

3. Scoring and Evaluation 

o Evaluate participants' responses, performances, or outcomes against predefined 

criteria and standards. 

o Use established scoring rubrics, grading scales, or performance criteria to assess 

participants' proficiency and achievement. 

o Provide timely and constructive feedback to participants on their performance, 

highlighting strengths and areas for improvement. 

4. Certification and Recognition 

o Issue certifications, badges, or credentials to participants who successfully demonstrate 

mastery of the assessed competencies. 

o Recognize participants' achievements and competencies attained through the 

assessment process, providing validation and validation of their skills and knowledge. 
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9.1.6 Assessment 

• Evaluation of participants' performance and achievement on the examination, certification, 

or quiz against predefined criteria and standards. 

• Assessment of the reliability, validity, and fairness of the assessment process and 

outcomes. 

• Feedback from participants on their experiences with the assessment process, including 

perceived difficulty, fairness, and relevance to their learning objectives. 

9.1.7 Adaptations and Differentiation 

• Tailor assessments to meet participants' specific needs, interests, and learning Goals, 

ensuring that assessments align with their professional roles and responsibilities. 

• Provide options for participants to demonstrate their knowledge, skills, and competencies 

through different assessment formats or modalities, such as written tests, practical 

demonstrations, or oral examinations. 

• Offer support and accommodations for participants who may require assistance or 

adjustments to access or complete the assessment process effectively. 

9.1.8 Conclusion 

Examination, certification, and quizzes are valuable methodologies for assessing participants' 

knowledge, skills, and competencies in a corporate learning environment. By formally recognising 

achievements and competencies, these assessments validate participants' learning and provide 

valuable feedback to inform ongoing development efforts.   

9.1.9 Note for Facilitators 

• Ensure that assessments are fair, valid, and aligned with the learning goals and 

competencies being assessed. 

• Provide clear instructions and guidance to participants regarding the assessment process, 

expectations, and resources available for preparation. 

• Offer opportunities for participants to receive feedback on their performance and to seek 

additional support or assistance as needed. 

9.2 Experimentation 

9.2.1 Introduction 

Experimentation is a methodology that involves conducting systematic trials, tests, or investigations to 

explore new ideas, theories, or approaches. It encourages participants to explore, innovate, and learn 

through hands-on experience, observation, and outcomes analysis. It consists of 'trying out directly' the 

contents proposed theoretically by the lecturer. It can be done through simulators and by using 

augmented reality to allow, for example, manipulation activities. 

This hands-on approach enables participants to gain practical insights, deepen their understanding, and 

refine their skills through active engagement with the subject matter. By immersing themselves in real-

world experiments and simulations, learners can apply theoretical knowledge in practical contexts, test 

hypotheses, and discover new insights. Experimentation fosters a spirit of curiosity, creativity, and critical 

thinking, empowering participants to explore, innovate, and problem-solve effectively. 
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Participants can develop essential competencies such as problem-solving, decision-making, and 

analytical skills through experimentation. They can also enhance their ability to adapt to new situations, 

learn from failure, and iterate on solutions. Experimentation promotes a culture of continuous 

improvement and innovation, driving progress and success in various fields and industries. 

9.2.2 Goals 

• Foster creativity, curiosity, and innovation by encouraging participants to explore new ideas 

and possibilities. 

• Develop critical thinking and problem-solving skills through systematic observation, 

analysis, and interpretation of experimental results. 

• Promote a continuous improvement and learning culture by encouraging participants to test 

hypotheses, challenge assumptions, and iterate on their approaches. 

• Generate insights, knowledge, and practical solutions to inform decision-making and drive 

positive organisational change. 

9.2.3 Target Audience 

In a corporate setting, adult learners seek opportunities to explore new ideas, technologies, or 

methodologies through practical experimentation and inquiry. 

9.2.4 Duration 

Varies depending on the nature and scope of the experimentation activities. Experiments may range 

from short-term trials or tests to long-term research projects or innovation initiatives. 

9.2.5 Methodology 

1. Hypothesis Formulation 

o Define clear research questions or hypotheses to be tested through the experimentation 

process. 

o Identify variables, factors, or conditions that may influence the outcomes of the 

experiments. 

o Establish criteria for evaluating the success or failure of the experiments and the desired 

outcomes. 

2. Experimental Design and Implementation 

o Design and plan the experiments, including selecting appropriate methodologies, 

materials, and procedures. 

o Conduct the experiments controlled and systematically, following established protocols 

and guidelines. 

o Document observations, measurements, and data collected during the experiments to 

facilitate analysis and interpretation. 

3. Data Analysis and Interpretation 

o Analyze experimental data using appropriate statistical or analytical techniques to 

identify patterns, trends, or relationships. 
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o Interpret the results of the experiments in relation to the research questions or 

hypotheses, drawing conclusions and insights from the findings. 

o Evaluate the validity and reliability of the experimental results and consider potential 

sources of bias or error. 

4. Reflection and Iteration 

o Reflect on the outcomes of the experiments, considering both successes and failures, 

to extract lessons learned and insights gained. 

o Identify opportunities for further experimentation or refinement of approaches based on 

the findings of the initial experiments. 

o Iterate on the experimentation process, adjusting, revisions, or modifications as needed 

to improve outcomes and achieve desired objectives. 

9.2.6 Assessment 

• Evaluation of participants' ability to design, conduct, and analyse experiments effectively to 

test hypotheses or explore new ideas. 

• Assessment of the experimental methods' quality, validity, reliability, and results generated. 

• Feedback from participants on their experiences with the experimentation process, 

including challenges encountered, lessons learned, and opportunities for improvement. 

9.2.7 Adaptations and Differentiation 

• Tailor experimentation activities to meet participants' specific needs, interests, and Goals, 

ensuring that experiments are relevant and meaningful. 

• Provide participants with options from various experimental topics or methodologies based 

on their preferences, skills, and interests. 

• Offer support and guidance to participants needing assistance or resources to design, 

conduct, or analyse experiments effectively. 

9.2.8 Conclusion 

Experimentation offers a robust methodology for exploration, innovation, and learning in a corporate 

environment. By providing opportunities for hands-on experimentation and inquiry, adult learners can 

develop critical thinking, problem-solving, and innovation skills that are essential for success in today's 

dynamic and rapidly changing business landscape.   

9.2.9 Note for Facilitators 

• Create a supportive and collaborative environment encouraging participants to explore new 

ideas, take risks, and learn from failure. 

• Provide guidance and resources to support participants in designing, conducting, and 

analysing experiments effectively. 

• Foster a culture of experimentation and continuous improvement within the organisation, 

encouraging participants to apply their learning to real-world challenges and opportunities. 
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9.3 Consulting 

9.3.1 Introduction 

Consulting is a methodology that involves seeking advice, expertise, or guidance from external 

specialists or consultants to address specific challenges, opportunities, or strategic initiatives within an 

organisation. It uses external perspectives, knowledge, and experience to inform decision-making, 

problem-solving, and organisational development efforts. Consulting is a professional work performance 

by a consultant, i.e. a person who, having an established qualification in a subject matter, advises and 

assists their client or principal in performing care, acts, needs, practices or projects by providing or 

implementing information, opinions or solutions. It may be the natural continuation of a training course 

if, in the course of this, specific problems are identified that cannot be addressed through classroom 

activity. 

This methodology enables organisations to access specialised expertise and insights tailored to their 

unique needs and objectives. By collaborating with external consultants, organisations can gain valuable 

perspectives, identify opportunities for improvement, and develop effective strategies to achieve their 

goals. Consultants bring a wealth of knowledge and experience to the table, offering fresh insights, 

innovative solutions, and best practices from diverse industries and domains. 

Through consulting engagements, organisations can address complex challenges, seize new 

opportunities, and enhance their competitive advantage in the marketplace. Consultants work closely 

with stakeholders to understand their requirements, analyse their current situation, and develop 

customised solutions that align with their strategic objectives. Consulting may also involve the 

implementation of recommendations, ongoing support, and monitoring to ensure successful outcomes 

and continuous improvement. 

9.3.2 Goals 

• Gain external consultants' insights, expertise, and best practices to address complex 

organisational challenges or opportunities. 

• Identify and prioritise strategic initiatives, projects, or interventions based on expert 

recommendations and analysis. 

• Enhance organisational capabilities, processes, and performance through targeted 

consulting engagements and interventions. 

• Foster a continuous learning, improvement, and innovation culture by leveraging external 

expertise and perspectives. 

9.3.3 Target Audience 

Leaders, managers, and decision-makers in a corporate setting seek external expertise and guidance 

to support strategic decision-making, problem-solving, and organisational development efforts. 

9.3.4 Duration 

Varies depending on the scope and Goals of the consulting engagement. Consulting projects may range 

from short-term assessments or advisory services to long-term partnerships or interventions. 
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9.3.5 Methodology 

1. Needs Assessment and Scoping 

o Define the scope, Goals, and desired outcomes of the consulting engagement, 

clarifying expectations and deliverables with stakeholders. 

o Conduct a needs assessment to identify key challenges, opportunities, or areas for 

improvement within the organisation. 

o Define the roles, responsibilities, and expectations for the consulting team and internal 

stakeholders to ensure clarity and alignment. 

2. Expert Analysis and Recommendations 

o Engage consulting experts or specialists to analyse and evaluate the identified 

challenges or opportunities thoroughly. 

o Gather relevant data, information, and insights to inform the consulting process, 

leveraging external expertise and perspectives. 

o Develop actionable recommendations, strategies, or solutions based on the findings of 

the analysis, tailored to the specific needs and context of the organisation. 

3. Collaborative Engagement and Implementation 

o Collaborate with internal stakeholders to review and refine the proposed 

recommendations, ensuring alignment with organisational goals and priorities. 

o Facilitate stakeholder engagement and buying for the proposed solutions, addressing 

concerns, questions, and feedback as needed. 

o Support the implementation of recommended strategies or interventions, providing 

guidance, resources, and support to internal teams throughout the process. 

4. Evaluation and Follow-up 

o Monitor and evaluate the outcomes and impact of the consulting engagement, 

measuring progress against predefined success criteria and Goals. 

o Collect feedback from internal stakeholders on their experiences with the consulting 

process, including perceived value, effectiveness, and areas for improvement. 

o Provide follow-up support and assistance as needed to sustain and build upon the 

outcomes achieved through the consulting engagement. 

9.3.6 Assessment 

• Evaluation of the impact and effectiveness of the consulting engagement in addressing 

organisational challenges, achieving desired outcomes, and delivering value to 

stakeholders. 

• Assessment of stakeholder satisfaction with the consulting process, including perceived 

expertise, communication, collaboration, and overall effectiveness. 

• Feedback from internal stakeholders on their experiences with the consulting engagement, 

including strengths, areas for improvement, and recommendations for future engagements. 
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9.3.7 Adaptations and Differentiation 

• Tailor consulting engagements to meet the organisation's specific needs, Goals, and 

context, ensuring that recommendations are relevant, actionable, and feasible. 

• Provide options for different consulting services or approaches based on the organisation's 

goals, resources, and constraints. 

• Offer flexibility in the consulting process to accommodate changing priorities, emerging 

issues, or unexpected challenges during the engagement. 

9.3.8 Conclusion 

Consulting offers a valuable methodology for organisations seeking external expertise, insights, and 

guidance to address complex challenges, capitalise on opportunities, and drive strategic initiatives. By 

leveraging the knowledge and experience of consulting experts, organisations can enhance their 

capabilities, performance, and competitiveness in a rapidly evolving business landscape.   

9.3.9 Note for Facilitators 

• Foster open communication and collaboration between internal stakeholders and consulting 

experts throughout the engagement process, ensuring transparency, trust, and alignment. 

• Provide opportunities for stakeholders to actively participate in the consulting process, 

contributing their insights, perspectives, and expertise to inform decision-making and 

problem-solving efforts. 

• Encourage a culture of learning and knowledge sharing within the organisation, promoting 

continuous improvement and innovation through ongoing engagement with external 

consultants and experts. 

 


